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IANA Naming Functions

URI Schemes IPv4 Addresses Registrar IDs
XML Namespaces
DNS Resource Records Port Numbers
SIP Parameters
vCard Parameters IDNA Code Points
DNS Root Zone
Special-use Domain Names ersions HTTP Status Codes
Private Enterprise Numbers HIFES RETI s
TLS Cipher Suit

BGP Path Attributes |Pv6 Addresses 'PRET SUILES

Media Types STUN Attributes

Kerberos Parameters

YANG Modules

PGP Public Key Algorithms

RTSP Feature Tags La nguage Tags

OSPF Parameters
SMI MIB Modules

, Autonomous Systems
Label Generation Rulesets
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Root Zone Management System

Our portal for TLD managers to submit change requests and interact

Ground-up rewrite launched in December 2022
* Previous code base had 20 year old origins

* Largely reimplements existing functionality

Preliminary API, to be expanded further
* Focused on bulk operations
* End goal is to provide complete functionality for self service

Separated technical check process into a separate module
* More performant, easier to evolve on an independent track

* Debug logs available to customers via self-cenviica

¥ Debug log
Technical Test Results

Enhanced audit logging

Vv Pass
» Minimum number of nameservers
A Errors

« Nameservers answer authoritatively

Vv Pass
» Nameservers service consistent data

P T I | A d I C A N N A f f I l I ate » Nameservers arein multiple networks

v Pass



Root Zone Management System

* Key change is a new contact mode|

* Administrative and Technical Contacts separated

* Now are only public facing points of contact in WHOIS etc.

* New “authorizer” or “user” concept, fully configurable by TLD
manager with privilege grants, granular to job responsibility

Administrative Contact

Listed in public WHOIS
Approves change requests

Must be in country (ccTLDs)

Technical Contact

Listed in public WHOIS
Approves change requests

/

Administrative Contact

Listed in public WHOIS

Public information only,
not used for authorisation

Technical Contact

Listed in public WHOIS
Public information only,
not used for authorisation

Must be in country (ccTLDs)

New Flexible Model

Authorising Contacts

Not published (managed via
RZMS)

Approves change requests

. One or more (no fixed number)

@ WMust be persons (no role
accounts)

@ stronger identity controls

@ Flexible threshold approval
options

@ n-country requirements?
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Root Zone Management System future work

* Multi-factor authentication
« TOTP, WebAuthn
* Adopted SSR2 recommendation
 Difficulty is not technological but operational procedures
* Implement enhanced “know your customer” procedures
« Pass/fail/warn technical checks

* Provides flexibility to warn of conditions that TLD manager can self-
dismiss, rather than blocking a change request

 Health checks
* Proactively monitor TLDs, notify of issues to be remedied

* Root Zone update study recommendation
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DNS Trust Anchor

* Security for the DNS (DNSSEC) is a hierarchical system of public key
cryptography that matches the hierarchical delegation of the DNS itself.

* The apex key is the Root Zone Key Signing Key (KSK), which serves as the
singular trust anchor for the system.

We manage the key in a highly transparent manner, with public key signing
ceremonies and an open design model.
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Trusted Community Representatives

« Community members are a key part of how we protect the key and build trust.
« Participate in and oversee ceremonies

« Maintain credentials required to activate the key.

 Diversity is important — including geography, skills and gender

« We’re looking for volunteers to apply from Asia

https://iana.org/tcr
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Updating the key

* We've embarked on the 2nd ever replacement of the key

« Highly orchestrated event, propagation to all validators through vendor
updates etc.

« Stalled due to the need to replace our hardware security modules, will
restart soon and regenerate a new key

 Community work on algorithm rollover requirements for public comment
soon (e.g. elliptic curve algorithm)

2023 2024 2025 2026

Key #3

Paused
Generated

Key #3
Replicated

2 year propagation period

Rollover to
Key #3
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Thank you!

kim.davies@iana.org
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