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• .bdAffected Domain:

•Root nameservers network reachability 
problem to the .bd primary DNS.Issue: 

•bd server couldn't process DNS requests 
for 15 hoursImpact

•41000Effected Domains : 
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Dig down the root Cause

➢ Dig: Root server could not 
reach to the primary server. 
Error message was “ IP 
reachability issue”

➢ Ping: Successful. Both servers 
were getting alive.

Step-1:Network Reachability 

➢ We found that DNSSEC Key 
was Expired and new 
signature was not generated. 

➢ Due to IP reachability issue 
manually generated 
signature could not 
synchronize with root.

Step-2: DNSSEC Failure

3. BIND Service Failure: 

➢ BTCL noticed that the used 
BIND version (9.4) was 
outdated in primary DNS.

➢ This version had some 
known bugs and 
vulnerabilities.

➢ That might contribute  to the 
failure .

5. Outdated Software:

➢ Tech team analyzed log  to 
find any change in 
configuration file. 

➢ No cyber  attack  like DDOS or 
SQL injection was detected. 

➢ We replaced backup data in 
DNS servers but caused SOA 
mismatched and secondary 
DNS  got outdated.  

4. Security check : 

➢ AS BIND service is mainly responsible for DNS, 

it was focused 

➢ This service wasn't responding locally, meaning it 

couldn't process DNS requests. So the BIND 

service was restarted. But not resolved.



Recovery Process

01 02 03 04

Confirmed that the root 
server was unable to 
connect with .bd Primary 
DNS server . 

Identification

The primary server for the 
.bd domain was not 
responding  for its 
outdated BIND service 
(version 9.4). 

Root Cause

BTCL  replaced a slave 
server with the primary 
server which has updated  
BIND version (9.9.4) 

Troubleshooting

The newly declared 
primary DNS server 
stared to respond.

Restoration



External Assistance

ICANN

Champika Wijayatunga from ICANN identified 
the DNSSEC related issue and provided 

guidance to BTCL.
Shumon Huque identified BTCL needed to 

contact PCH Domain and introduced to 
Kabindra Shrestha

(PCH)
Kabindra Shrestha &

Tamás Csillag

provided technical assistance to BTCL 
identified the SOA record was backdated .

IANA Support

We contact with IANA. They 

immediately support us to ensuring 

that  root could not communicate 

with our Primary server 

APTLD Bangladeshi Community

Some experts from Bangladesh willing helped to 

troubleshoot and restore the system in our premises.
General Manager Leonid  Offered initial support and identified 

BTCL needed to contact Champika Wijayatunga and introduced to 

him



Recommendation

Regularly update and maintain DNS software to benefit from bug fixes and security improvements.

Monitor the health of DNS services to identify and address potential issues.

Develop a disaster recovery plan for your DNS infrastructure to ensure quick recovery in case of outages.

Consider using a highly available configuration for critical DNS servers to minimize downtime during failures.

Collaboration with global experts to resolve and prevent future issues.
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