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Overview of the Big Data (Service) Platform1

By collecting and aggregating data of Internet

basic resources in an all-round way, the Big Data

Platform of National Internet Basic Resources aims

at supporting the comprehensive verification and

analysis of the security and operation of network

basic resources and displaying the operation and

development trends of China’s Internet. It provides

solid data support, platform support and support for

the capacity of analysis and mining in many fields,

including the research on the status, the future

development and fundamental security of the

Internet.

Introduction
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 The first phase of the platform project focuses on the aggregation, sorting, and analysis of

CNNIC own data resources, as well as initially establishing an external data collection

system, providing strong support for measurement and analysis of domestic key domain

names and DNS resolution systems.

 The second phase of the platform project focuses on the support of big data platforms for

key business work of relevant ministries.

 The third phase of the platform project aims to achieve sustainable development of the

platform, at the same time provide public and customized services in the field of internet

basic resources.

 Phase I, released on September 20, 2018.

 Phase II, released on November 15, 2020.

 Phase III was launched in 2021. It is being carried out in an orderly manner as planned.

Three Phases

Construction 
progress

Overview of the Big Data (Service) Platform of National Internet Basic Resources



Platform Data — Unique data 2

Unique Data 
Assets

 More than 20 million “. CN” domain name registration data.

 Continuously growing domain name resolution data, including over

10.2 billion national top-level authoritative domain name resolution

data per day, and 1.2.4.8 public recursive DNS service resolution data

for public services.

 Accounting for 38.78% (24483/32 allocated), 25% (86005760 allocated),

and 17.8% (1113 allocated) of IPv6, IPv4, and AS number allocation

data in mainland China, respectively

 Statistical and investigative data on the development of China’s

Internet, including multiple dimensions such as the construction of

internet basic resources, the size and structure of internet users, and

the development of internet applications.

Passive data

Sort out, connect, aggregate, integrate, clean, and warehouse data from CNNIC business systems



Platform Data — Global Internet Basic Resource Mapping Data2
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Big Data Platform

Global integrated data 

collection and 

measurement

Data Processing and 

Analysis Based on 

Graph Neural Network

Knowledge Graph 

of Internet Basic 

Resources

Data security 

guarantee based on 

privacy computing

 Continuously Gathering Internet Basic 

Resource Data

 Supporting the Ministry to grasp internet 

basic data and  management

 Establish management support  for our 

department's compliance service 

capabilities, technical operation 

capabilities, and operational 

management capabilities for internet 

basic resource practitioners

 Strengthen data integration to provide 

support for multi-dimensional 

traceability and precise supervision

 A global internet infrastructure surveying 

and mapping system, timely perceive 

and discover the operation and security 

situation.

Supporting dynamic mastery of 
global internet basic resources

Supporting the management of 
China’s basic internet resources

Global Data 

Collection
 Build a global internet infrastructure

resource database, with accumulative

data volume of 2539.2 billion pieces.

 More than 100 DNS measurement nodes.

 Covering over 1100 TLDs with over 230 million domain names。

 Routine measurement and analysis of global domain name applications and harmful websites, domain name

resolution , IPv6 applications, etc.

 Establish an internet basic resource data indicator system covering 38 major categories and 74 subcategories.

 The total size of data assets amounts to 420TB.

Data Asset Scale

Active Data 

Collection



Platform Data — Domain name resolution service measurement and 
evaluation2

-- Routine measurement and statistics;

--Conduct a comprehensive evaluation

(authoritative and recursive) around security,

performance, traffic, faults, configuration, etc.;

-- Deep measurement of TLD operations in

global relevant countries during hot events.

The measurement and analysis of root
domain, TLD, and second level and lower
domain names under China's domain name
service system, as well as recursive domain
name services, cover automated
measurement of key indicators related to
domain name service and security, such as
NS configuration, service latency trend, port
randomness, TCP/EDNS0/IPv6 support,
DNSSEC, BIND version, DOT support, DOH
support, etc.

Domain name resolution service 

measurement and evaluation

task 
creation

Selection 
of 

detection 
nodes

Task 
issuance 
/request

Recovery 
of 

detection 
results

data 

analysis

 Data Tasks ： Periodic、real-time、mass tasks

 Detection Priority ： real-time > Periodic > mass 

Prioritize the execution of high priority tasks

 Fault Tolerance ： Heartbeat mechanism detects 

detection nodes, dynamically allocates detection 

tasks, and locally caches and uploads result data in 

blocks.



Technical capabilities of the Big Data Platform3

 Key technology R&D， focused on the
field of internet basic resources

 layer by layer processing and block
management; research and design
modules for data collection, cleaning,
processing, mining, openness, application,
and management; forming a
customizable and scalable technology
architecture.

 Capable of large-scale data analysis and
deep learning model training

 Completed large-scale data-intensive
analysis and high-performance GPU
computing analysis environment

 Key technologies, such as domain name
graph embedding representation
analysis for analytical relationships and
domain name multiple graph embedding
representation analysis based on self
attention mechanism

 Established the ability to service big data
applications such as domain name
detection and detection of malicious
applications and security situation
analysis through the knowledge graph of
internet basic resources.

 Established a technical team and trained
a group of technical talents

 A R&D team familiar with the
characteristics of internet basic resource
data & cloud computing & deep learning

 5 national industry standards, published
more than 10 academic papers, and
obtained more than 20 national
invention patent authorizations.

Large scale data analysis and model 
training capabilities

Full chain technology system 
in the field of big data

Qualified personnel team 
of big data technology

Intellectual Property &
Related Standards



Technical capabilities of the Big Data Platform— Technology Project3

 Design and Development of a Novel Domain Name

Resolution Prototype System using Blockchain

 Real time measurement of goals such as co governance root,

co governance chain, enhanced recursion, and experimental

TLD.

 Stable operation since the system was launched.

 The overall goal of the project is to carry out perception,

analysis, service, and demonstration verification of key

information in internet infrastructure.

 CNNIC undertakes Task III of the project, mainly

researching key information analysis technologies for

internet infrastructure, and achieving the fusion analysis

of internet infrastructure data.

 5 sub tasks:

• Research on DNSSEC and SSL/TLS certificate

situational awareness technology ;

• Research on the Construction Technology of

Knowledge Graph for Internet Infrastructure;

• Research on Perception and Analysis of Internet

Infrastructure Security Situation;

• Research on the Index System for Internet

Infrastructure Security Risk Assessment;

• Research on Internet Infrastructure Data Security

Management System.

 Execution period: Dec. 2022 to Nov. 2025

Ministry of Science and Technology –
New Domain Name Resolution System

Ministry of Science and Technology –
Key Information Analysis Technology for Internet 

Infrastructure



Application Effectiveness4
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measurement and 
Disposal of malicious 

domain names

Big Data (Service) Platform of National Internet Basic Resources

Global Internet Basic 
Resources Database

Data mining analysis

DNS Authoritative 
logs

Website 
Detection data

DNS Detection 
data

Global Internet Basic Resources 
Mapping

data 
aggregation

DNS Recursive 
logs

CN registration 
data

Statistical Report on the 
Development of China’s 

Internet

System Support Data Support

Special Reports for ministries 
and commissions(data analysis)Annual Analysis Report on the 

Security of China’s Domain 
Names

Monthly report

IPv6 Application 
deployment measurement

Key protection domain 
name security 
measurement

Internet Basic Resource 
Situation Awareness

Data Analysis of China’s 
Domain Names

A national grade 
internet basic 

resources 
management 

platform

Passive
data

Active 
probing

data



 Gathering, integrating, and detecting important internet basic resources data
such as domain names, DNS resolution, and BGP, etc.

 Sensing and discovering the basic network security status, identifying network
security events and operational failures of key measurement notes.

 Mastering the security situation and threat intelligence clues of IBR, providing
early warning, outputting relational data measurement and analysis reports.

Practical Applications
—— Internet Basic Resource Security Situation Awareness4

Security Situation of 
Domestic Authoritative 

Domain Names

Security Situation of 
Domestic Top-level 

Domain Names

Global DNS 
Asset Mapping

CN National Domain 
Name Security Situation

 Provide Real time operational status measurement & warning and big data

dashboard for national domain names 24-hour safe and stable operation.

 Safety measurement, Early Warning report, Statistical Analysis, Guarantee

support.

 Carry out statistical analysis : overseas registration& application and website

application of national domain names, and other related work.

Domain Name System Data Assurance Service

 Global distributed measurement of the service status, security situation,

phishing and phishing of key protected domain names

 Important guarantees tasks: National Day, World Internet Conference, Beijing

Winter Olympics, Winter Paralympics, Epidemic Prevention and Control, 20th

National Congress and many other events.

 Support Annual Analysis Report on the Security of China’s Domain Names.

Network security guarantee for major events

Serve Data Basis

 13 global root and root mirror servers, over 1 million DNS servers, and real-

time detection and perception of the working status of public DNS servers.

 Data: IP address, geographic information, DNS version, security configuration,

response time, and service status and so on.

Analyze the concentration

of key domain name

resolution servers,

Determine whether they are

concentrated on specific

domain name servers to

Avoid query pressure

caused by measurement .

Focusing on the geographical

location of key domain name

servers, four preferred

geographical directions of east,

south, west, and north are

selected for detection nodes.

For key domain names with 

highly centralized resolution, 

increase the detection interval 

appropriately to avoid query 

pressure on the domain 

server.

Internet Basic Resource Security Situation AwarenessDomestic Root Mirror 
Security Situation

Key Domain Name 
Security measurement
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 Since 2023, measurement has

found 3.0056 million suspected

cases of involvement in

Suspected Phishing related

which has exceeded 90 points

by machine learning Scoring. In

which, approximately 285500

names in the ccTLD.

 In 2023, Rely on sub platform

supporting the disposal of 300

thousand malicious applications

of national domain names.

Practical Applications
—— measurement and Disposal of malicious domain 

names



 Within one week, it is possible to complete in-depth detection and identification analysis of phishing websites in ".

CN" and over 1100 universal top-level domains totaling 230 million domain names.

Large scale universe detection and 
Quick screening  based on domain 

name- IP-AS mapping

Harmful text recognition 
based on Machine 

learning

Harmful Image 
recognition based on 

machine learning

 Multiple round 

Screening Strategy

 Global Domain 

Name Scanning
• Quickly find a large number of

potential malicious domain

names by using a small number

of known malicious seeds.

• Experiments show ,quick

screening of 15000 level

domain names "domain name-

IP- AS” features can be

achieved by using around 200

harmful domain name seeds.

• A Suspected and Fast

malicious Domain Name

Detection Algorithm

based on Text Training

Model Recognition and

Graph Analysis

• A single server can quickly

filter harmful content

from text-based websites

for 20 million domain

names in a single day.

• Use screenshot images of

suspected harmful application

domains and phishing websites

as search items.

• Can complete image deep

recognition detection based on

deep learning for approximately

200000 harmful domain name

websites based on images in a

single day.

• Train and compare the identified

harmful screenshots to improve

the efficiency of harmful domain

name review.

Practical Applications
—— measurement and Disposal of malicious domain 

names
4
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Distribution of malicious Application Domain Names
Overview of Global malicious Application 

Domain Name Data

Overview of China’s malicious Application 
Domain Name Data

Practical Applications
—— measurement and Disposal of malicious domain names



 《 Action Plan for Promoting the Scale Deployment of Internet Protocol Version 6 (IPv6) 》，

《 Three Year Special Action Plan for IPv6 Traffic Enhancement (2021-2023) 》

National Policy for Promoting IPv6

Address
Allocation

Domestic

Abroad

Website 
deployment 

detection

Provincial

“ . CN” 
situation

Domestic 
gov

central 
SOEs

Important media
And financial 
institutions

IPv6
measureme
nt system

Network 
performance 

detection

APP support

EDU IPv6 Deployment 
Application 

measurement

Authority 
and Root 

Mirror

Global Major 
Recursive 

service

Registration 
Service 

Institution 
Parsing Log

Analysis of DNS
Traffic and Domain 

Name Services

 Relying on the integrated collection and

analysis of big data platforms and the

advantages of CNNIC's internet basic

resource data, we construct an IPv6

measurement index system that

comprehensively reflects the deployment

of IPv6 applications in China.

4
Practical Applications

—— IPv6 Development measurement

 Continuously improve

the development of

IPv6 application

measurement



 timely perceive and discover the latest security situation of global

internet basic resources, and ensure the basic security of China's digital

economy development

 DNS-OARC Community related shared data

 Regular operation and security measurement of global roots (including

mirrors), 1100 TLDs worldwide, over 1 million DNS resolution servers

worldwide, and key websites in important countries & regions.

Timely perceive and discover the latest security situation of 
global internet basic resources

 Relying on the advantages of platform data resources and key

technologies for large-scale data analysis, based on relevant analysis of

the development of global internet basic resources, we will conduct

forward-looking research and judgment on the development trends of the

global internet and digital economy, and plan and respond in advance.

2 互联网基新新础资源大数据
Practical Applications

—— Supporting Internet Basic Resource Management 44

Conduct in-depth analysis and research on the development 
trends of the global internet & digital economy



Thanks!


