C/DNS

EEMEEZRERTEHR PO

Fraudulent Domain Monitoring and Take-

Down Action

Internet Domain Name System National Engineering Research
Center (ZDNS) Z
ool | 2
Sophia Feng sI1||2
Feb. 2005 s o BGP/OSPF JJA\\ RPKI .
TCP/IP UDP ROOT/TLD/DNS

Integrated Domain Name Service Expert

Internet Domain Name System National Engineering Research Center




About ZDNS

C/DNS

EEMEEZRERTEHR PO

Internet Domain Name System Beijing Engineering Research Center LLC(ZDNS), Registry

founded in 2013, is a national high-tech enterprise incubated by Chinese

\

Academy of Sciences.
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I The Severe Situation of Online Fraud in 2024 L’DNS
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® In 2024, global losses due to online fraud are expected to reach $10 trillion, a 15% increase from 2023.

® Approximately 500 million people worldwide are expected to fall victim to online fraud.
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How to Protect Domain Seurity?
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Method 1: Protective Domain Registration aDNS
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Defensive Registration

It is important for brands/organizations to maintain a

repository of owned domains and subdomains, as well as

proactively register similar domain names.

Domain Block Services

There are some products that can help enterprises
protect multiple TLD extensions under a keyword with
just one click, such as GlobalBlock, Nameblock,
DPML and so on.
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I Method 2: Domain Monitoring C'DNS
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Continuous Monitoring

1. Regularly monitor domains matching corporate keywords.

2. Identify potential threats in real-time to safeguard brand integrity.

Threat Assessment & Action

1. Analyze monitoring reports to evaluate risks.

2. Take immediate action to suspend or remove fraudulent domains.

3. Minimize risks to users and brand reputation.
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I Fraudulent Domain Monitoring Solution

The Original Fraudulent

Domain Name
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Domain Name List Expansion

Fraudulent Domain

Fraudulent Domain

Fraudulent Domain

Fraudulent Domain

Data Mining
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Methods

Website Scanning

Issue Characterization

Continuous Monitoring

Data Localization
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Stakeholders

ICANN

Disposal
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I Fraudulent Domain Data Mining

» Conduct Reverse Web-Wide Mining
According to the Domain Name
Registration Information (Registrant Data Collection
Information, Registration Email
Information, etc.)

» Conduct Reverse Web-Wide Mining Using
Domain Name NS Information

» Fuzzy Search and Analysis of Global

Data Modeling and
Analysis

Domains
» Subdomain Mining and Analysis
» DNS Resolution Behavior Analysis

C/DNS

EEMEEZRERTEHR PO

Multi-Dimensional Data
Correlation Analysis
Website Content Abuse

Recognition and Analysis

Based on the aforementioned methods, we can identify potential risky domains and determine commonly used keywords associated with
these domains.By tracing back a single fraudulent domain, the entire network of fraudulent domain name industry chains can be
uncovered. This process provides a comprehensive list of domains for subsequent disposal actions.
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I Fraudulent Domain Name Data Localization aDNS
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Monitoring and Disposal Result aDNS
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» Deliverables for Monitoring and Handling fraudulent Domain Names

Deliverable Detail

Domain Monitoring
and Analysis
Summary Table

Includes domain webpage screenshots, WHOIS information,
registrar distribution, and fraud type distribution, etc.

Domain Complaint Includes screenshots of email complaints, a summary table of
Follow-up Records complaint disposal follow-up status, etc.

Proof of Successful Includes screenshots of domain status changes before and after
Domain Disposal disposal, screenshots of domain webpage access status, etc.

» Categories

Fraudulent websites/infringing websites/phishing websites etc.
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Showcase aDNS
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® Fraudulent Domain: mail.mot-gov.cc £ GLO s D

. CategOrieS Of fraud: Complaint about Isomain Names Abuse Namesio

Phishing website. Creating a website with pages identical to el sl (5 1 € o i ) e -
Re: # 3182428 i

amn D ava oamain A mao Ab o NameSilo
name ] Home  Register  Transfer Marketplace Pricing APl Support m @

Home  Register  Transfer Marketplace  Pricing APl Support

those of the Ministry of Transport of China.

y—
® Disposal Process: .l E/DNS Y:::?iitigﬁ%ﬁmﬂﬁzg
@ Aug 4: ZDNS identified and reported the issue to the 1 . S — S
registrar. "
@ Aug 9: Registrar requested submission via online ticket r p.dl [H
system; ZDNS completed submission the same day. T m; TR
® Aug 15 & 29: ZDNS followed up with registrar partners 1 =..
to expedite resolution.
@ Sep 7: Registrar confirmed resolution; website became ——

1naccessible.

® Processing Time: 34 days
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Challenges and Collaborative Pathways aDNS
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Current Landscape

® Proactive Detection: Keyword monitoring,

Cross-Border Enforcement

Challenges

WHOIS analysis, and threat intelligence
achieve >90% accuracy in identifying fraud ® Fragmented Governance:

domains. Divergent policies across 1,500+

® Delayed Mitigation: Average takedown time TLDs (¢TLDs vs. ccTLDs)

exceeds 72 hours, allowing attackers to

: . ® Lack of Coordination: No
exploit the "golden window" for fraud.

Collaborative Solutions

® Technical

standardized cross-registry

reporting interfaces or evidence-

sharing protocols.

® Legal Barriers
Policy: "Fast-Track Takedown"

® Ecosystem: Develop a global abuse

repository to enable proactive blocking by

registrars.
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