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The InfoSec Team



The actual InfoSec Team



How do We deal with Risk and 
Security?

• Sadly, sometimes you can‘t, but you could raise 
the bar and be prepared to recover



Security by Standards

• Information Security Management 
System (ISO 27001) since 2014

• Certified Business Continuity 
Management Systems (ISO 22301) 
since 2016

• Need to be compliant with German and 
European laws

• BSIG, KRITS, etc.

• EU directives NIS2 and RCE define the 
EU framework for European critical 
infrastructure protection. Both NIS 2 
(EU 2022/2555) and RCE (EU 
2022/2557)



We asked our collegues

• What tools, rules, processes or measures do 
you think contribute to DENIC's security in 
practice?

• We got Feedback from
5 InfoSec colleagues
12 people with good and strong technical 
background

• Sent statements as free text, but they should 
stand alone.

• Aggregation by context and or content

• Selected statements have at least 2 mentions

• Sorted by story plot



Identity and Access 
Management (IAM)

• IAM systems provide centralized control 
of permissions, prevent superuser rights, 
and simplify the onboarding process for 
new employees.



Identity and Access 
Management (IAM)



Multi-Factor Authentication 
(2FA)

• 2FA is a proven method to secure 
access to critical systems and make 
attacks more difficult.

• Always fly two errors high

• Acces to VPN should be 2FA

• Services in the plain Internet should be 
2FA enabled!



Password Management

• Using password managers and enforcing strict 
password policies enhances the security of access 
credentials.

• Combine with 2FA/MFA to raise the bar

• Organisational structure, IAM and Password 
Management should show the same structure

• Use „vault“ systems to store passwords in you 
automation pipelines



Anomaly and Log Monitoring

• By analyzing log data in tools like Elasticsearch/Kibana or through 
anomaly detection, security-relevant events can be identified early. 

• The definition of security use-cases helps teams to provide the 
necessary data. Avoid the haystack!

• Example: Do you see, count and alert „Failed Logins“ for all you 
systems?



Network Security and 
Monitoring

• Firewall rules (default 
deny), Network 
Intrusion Detection, 
and comprehensive 
network segmentation 
ensure increased 
security.

• IPAM, asset database 
and APIs to 
datasources are key for 
aggregated views!



Security 
Awareness 

and 
Training

• Emergency exercises on a 
regular base

• Post-Mortems – Establish a 
culture of learning from 
incidents

• Train realistic scenarios like
• Malware on a colleagues device
• Inside Infrastructure
• Failure of components or a 

datacenter site

• Challenge your colleagues with 
out of box thinking

• Offer „easy“ guides for 
scenarios like „Malware 
Detected“



Endpoint Protection

• Endpoint security through antivirus software, 
firewalls, USB protection, and centrally managed 
solutions minimize vulnerabilities on devices.



Patch and Vulnerability 
Management
• Regular vulnerability scans and patch 

management are essential for securing IT 
infrastructure. 

• Automation is key for fast, reliable and safe 
updates

• Integrate your vunlerability scans into your 
automation pipelines as a quality gate

• Regular security scans outside the team 
scopes reduce the single point of failure

• Involve external Security Specialists (code 
reviews, security assessments) 



Backup Strategies

• Strong backup solutions utilizing air gaps 
and WORM technologies provide 
comprehensive protection against data loss.

• The time for a detecting a compromise is 
much longer as you would expect. 6M+ 
Does your retention match this?

• Data Escrow – Must have add-on
• Securing Critical Data

• Reducing the Risk of Third-Party Dependencies

• Secure fail-safe for Disaster Recovery

• Protection against internal and external attacks

• Protection of intellectual property



Redundancy and Diversity

• By using different platforms, vendors, and 
technologies, we limit the impact of vulnerabilities 
and malware that target specific systems.

• Operating systems

• Infrastructure

• People and Know-how

• Failure is an option, even with high standards

—> Usage of anycast secondary provider



Q&A



THANK YOU!


