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This is a battle that we must win
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According to Kaspersky Lab report: 
709`590`011 phishing link attempts 
were prevented during 2023
https://securelist.ru/spam-phishing-report-
2023/109104/

According The Ministry of internal affairs` 
report:
The damage from cybercrimes for 2023 
was more than 1`560`000`000$
https://ria.ru/20240514/kiberprestupleniya-
1945888975.html

The number of registered cybercrimes 
increased by 17.1% in 2024
https://мвд.рф/reports/item/54040412/

https://securelist.ru/spam-phishing-report-2023/109104/
https://ria.ru/20240514/kiberprestupleniya-1945888975.html
https://мвд.рф/reports/item/54040412/


How do we handle them? Part I
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Terms and Conditions of Domain Name 
Registration in .RU/.РФ:
5.7. The Registrar may terminate
domain name delegation upon receiving
a substantiated request from an
organization designared by the
Coordination Center as a competent for 
identifying online violations (malicious
activity)



How do we handle them? Part II
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How do we handle them? Part III
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How do we handle them? Part IV

Mobile 
operatorsSince March 2024

Mobile operators are REQUIRED to block 
suspicious*) calls

*) calls from fake numbers

5`000`000`000 calls were blocked since 2022

Feb 2024    52 mln
Mar 2024   56 mln
Apr 2024    70 mln



How do we handle them? Part V

Banks

Since July 2024
Banks are required to refund fraud transactions

Amendments to the Law on the National Payment 
System

Protection against transfers: 

• without the client's consent 

• with the consent of the client obtained by 
deception or abuse of trust

Antifraud Database
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Thanks a lot


