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DNS Abuse

Making the Internet Better



malware, botnets, phishing, 
pharming, and 
spam when it serves as a 
delivery mechanism for the 
other forms of DNS Abuse

DNS Abuse

Definitions



Tucows Registrars: 
Tucows, OpenSRS, Enom,  

EPAG, Hover  & Ascio
Founding member of the 

Framework for Abuse

Compliance Team take 
action to manage abuse 
across all our domains

Tucows Registry Services for 
ccTLDs and gTLDs

Offer our own technical Abuse 
monitoring and Reporting Service 

using third party reporters to 
analysis and identify actionable 

reports

Offer full Abuse Management

What we do about abuse?



•Detection and 
measurement
•Continuous, rich feedback to 
internal stakeholders
•Develop specialized 
communication channels 
with registrars

•Relationships with anti-
abuse organizations and 
LEOs
•Better models, data to 
advise registry customers 
about commercial policies
• Improve tooling and 
monitoring
• Implement abuse 
thresholds to protect TLD 
goodwill

•Various integrations to 
customers' anti-abuse 
tools and processes
• Interactive tools for 
customers' abuse analyst 
teams
•Augment model using 
evidence-based processes

Abuse Mitigation Goals and Lessons



Abuse Mitigation — Technology Overview

● Capture data from vetted and non-vetted 
sources

● Normalise data, correct for bias

● Export supported results to SRS for human 
review and follow up

● Export supported results for automated 
management reporting
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Abuse Mitigation — Human Review and Management

TLD

Registrar

Registrar

TLD

● Historically, email-based 
reporting has proved to 
be the easiest for 
registries to assimilate

● Integration into the 
registry admin UI 
provides for a 
consolidated view of the 
domain profile

● Registry can triage and 
schedule mitigation for 
domain names at will



Abuse Mitigation
•Baseline technical 
model

•Email-based reporting
•Manually tuned batch 
process for notification 
and suspension
• Involvement of 
registrar relations areas

•Automated trend 
monitoring
•Work in pricing / registrar 
/ abuse level correlation

•Abuse pipeline → SRS 
integration

•One on one work with 
registries to address 
unique anti-abuse 
requirements

•Customized reporting for 
3rd party anti-abuse 
providers on a per-client 
basis



Abuse Mitigation — Custom Processes

● Customizable reporting 
provides insight for 
custom abuse mitigation 
processes

● Data can be fed to—or 
from—bespoke tools that 
notify registrars, suspend 
promotions, suspend 
domain names or 
perform any other action 
required by the registry



Abuse Mitigation — Measurements and Indicators

Interesting list of TLDs

Interesting list of TLDs

● Specialized trends 
designed to identify and 
respond to bad actors 
registering names for 
nefarious purposes

● Abuse data can be folded 
into promotion eligibility, 
ensuring registrars will 
participate in the upkeep of 
the namespace

● Each registry can 
implement its own set of 
policies independently



Questions?



Thank you!
Raedene McGary

Rmcgary@tucows.com
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