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Our’s Framework and activities

Regulatory and Policy Frameworks (Cyber law, Privacy law, …)

Technical means to mitigate DNS Abuse: Indentity Verification 
(eKYC), Monitoring, Reporting, DNSSEC, Anycast, …

Stakeholder Collaboration: Law Enforcement, Registry, Registrar, …

User Awareness Training



Identity Verification

• Individual via EKYC

• Identity Card Capture (OCR)

• Selfie Photo

• Liveness Detection

• Face Matching

• Post-check with National Resident DB
• Organization via Digital Signature

• Signed on .VN registration document

• Signature Validation

• Signer’s information vs Registrant’s 

information

• Post-check with National Enterprise DB



DNS Abuse Mitigation Project

• DNS Abuse Report Portal:
• Report from individuals and organizations

• URL: https://dnsabuse.vnnic.vn

• Support 4 types of DNS Abuse report: Phishing, Malware, Botnet, Spam. 

• Backend system for registry (VNNIC) to perform action on domain name, 
statistics, collaborate with other stake holders

• Launching on May 2024

• Scan website for content violation: 
• Via keyword

• Manual post-check

• Apply AI and Machine Learning to proactively detect abusive domain 

https://dnsabuse.vnnic.vn/


DNS Abuse Report Portal

9/2024: 3650+ DNS Abuse reports (750+ domains)  - 100% Resolved 



Implementation DNS techniques

• DNSSEC

• .VN was signed in 2017 

• ~10K signed domains

• Registrar, ISP supported

• DNS-Based Email 
Authentication

• DNS Anycast, RRL, Traffic 
Analysis, …
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