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It’s Framework and activities

a Regulatory and Policy Frameworks (Cyber law, Privacy law, ...)

==  Technical means to mitigate DNS Abuse: Indentity Verification
== (eKYC), Monitoring, Reporting, DNSSEC, Anycast, ...
1 Stakeholder Collaboration: Law Enforcement, Registry, Registrar, ...

2~1  User Awareness Training
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~wldentity Verification

* Individual via EKYC ;
* |dentity Card Capture (OCR) PN -

Selfie Photo

Liveness Detection

Face Matching
Post-check with National Resident DB

* Organization via Digital Signature

1 2 e Signed on VN registration document
S a8 * Signature Validation

R
2 = / * Signer’s information vs Registrant’s
1— 4 information

* Post-check with National Enterprise DB
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~~-DNS Abuse Mitigation Project

* DNS Abuse Report Portal:
e Report from individuals and organizations
URL: https://dnsabuse.vnnic.vn
Support 4 types of DNS Abuse report: Phishing, Malware, Botnet, Spam.

Backend system for registry (VNNIC) to perform action on domain name,
statistics, collaborate with other stake holders

Launching on May 2024

e Scan website for content violation:

* Via keyword
* Manual post-check
* Apply Al and Machine Learning to proactively detect abusive domain
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https://dnsabuse.vnnic.vn/

~=-DNS Abuse Report Portal ol

Trang chu Gidi thiéu ~ Cac loai lam dung ~ Hudng dan Pang nhap

st i oty BN DANH S

MIEN PH
WEBSITE/ EMAIL

\V4p KHOU TAO @ ﬁﬁ £/ y | : : > . ——

DINH DANH ' DINH DANH
GUONG MAT SO THUONG HIEU SO rey

PANG KY NGAY TAI https://tenmien.vn

CONG TIEP NHAN PHAN ANH LAM DUNG TEN MIEN (DNS ABUSE REPORT PORTAL)
Cong tiép nhan phan anh lam dung tén mién (DNS Abuse Report Portal) do VNNIC phat
trién nham cung cap cho cac ca nhan, t6 chic st dung dé bao cao hanh vi lam dung truc

tuyén lién quan dén tén mien

Bdo cdo lam dung tén mién

2 ®
CA NHAN TO CHUC

La toan b ngudi st dung Internet véi muc dich ca nhan, gidi tri, hoc tap, La cdc co quan, t6 chic, doanh nghiép sif dung Internet dé thuc hién cac
giao tiép, mua sam tryc tuyén va cac hoat dong ca nhan khac. muc tiéu to chuc va kinh doanh.

9/2024: 3650+ DNS Abuse reports (750+ domains) - 100% Resolved
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* DNSSEC
* VN was sighed in 2017
e ~10K signed domains

e Registrar, ISP supported

e DNS-Based Email
Authentication

* DNS Anycast, RRL, Traffic
Analysis, ...
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USER DNS Caching . -VN Top level DNS server
(Resolver) cua cac ISP t\ﬁ (Registry: VNNIC)
\b (VDC/VNPT, VIETTEL, FPT....)
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.VN Second level DNS server
(Registrar, DNS Hosting Provider, DNS Owner
PAVN, FPT, MATBAO, VDC/VNPT....)
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VIET NAM'S NATIONAL DOMAIN NAME

VNIX ZDNS ASN S5msiy oV

Internet Address

VNIXNOG VNNIC TR NIC :3VIYNIC

VietNam National Infernet eXchange INTERNET CONFERENCE LL L 4 000/
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Network Operators Group

s S : INTERNET ACADEMY INTERNET ATLAS

MINISTRY OF INFORMATION AND COMMUNICATIONS

VIETNAM INTERNET NETWORK INFORMATION CENTER

Headquarters: Floor 24®, VNTA Building, Duong Dinh Nghe st., Yen Hoa Ward, Cau Giay Dist., Hanoi
Da Nang Branch: Lot 21, 7* st., An Don Industry Zone, Son Tra Dist., Da Nang City

HCMC Branch: 20t St., Tan Thuan Manufacturing area, 7 Dist., Ho Chi Minh City

O +84 243556 4944 €) facebook.com/myVNNIC/
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