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Overview
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Part 1 - Descriptive Analysis of Native Language 
Characters in FQDNs

● A sample of 63,105 unique FQDNs containing 
native-language characters from more than 58 billion 
rows of data from a historical DNS file dated 6 June 2024

● The records were enriched with domain ownership and IP 
geolocation data

Part 2 - Technical Means to Study Suspicious 
FQDNs and IDN IoCs

● Clustering of the 63,105 FQDNs
● 4,000 identified domain IoCs containing the string "xn--"



Part 1 - Descriptive Analysis of Native 
Language Characters in FQDNs
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Presence Across Registries and TLDs
Our pDNS data highlighted the presence of native language characters in FQDNs 
across TLD types.

Top 10 ccTLDs Volume

.xn--fiqs8s (.中国) 16647

.xn--fiqz9s (.中國) 16638

.cn 3570

.in 1251

.io 833

.cz 344

.ru 300

.ph 284

.ws 212
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Found at Several Domain Levels
Native language characters were found at several domain levels though FQDNs 
could be grouped by most common root domains and their IP geolocation.
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Widespread Registrar Administration
International and local registrars were found for the top 100 root domains. Most 
WHOIS records did not provide public domain ownership data.
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pDNS Activity Can Be Very Dynamic
The root domain xn--5nqw76csybmz0e.com (核新软件[.]com) has 2,455 FQDNs 
and logged several record visits and updates over only a few hours.



Part 2 - Technical Means to Study 
Suspicious FQDNs and IDN IoCs



Technical means #1: Pay attention to clusters

A suspicious cluster may have the same TLD and resolve to the same IP address, but has different IDN 
variations of a word as their second-level domains (SLDs).
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Suspicious FQDNs and IDN IoCs
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Suspicious FQDNs and IDN IoCs
Technical means #2: Look for listed domain IoCs

IDN IoCs Punycode Version Associated Threat Type

xn--myeherwallet-4j5f.com myeṫherwallet.com Attack

xn--onetgwat-dpb.pl onetgwałt.pl Phishing

xn--h32b21ccvorra.xn--oi2b61
z32a.xn--3e0b707e 메일정보.온라인.한국

Malware

xn--rtblocks-7ya.net ártblocks.net Attack

xn--panakswap-s3a0c.finance pançakëswap.finance Attack



Technical means #3: Check hosted content history

The IoC xn---777-43d6bh4bj.xn--p1ai (азино-777.рф) historically hosted different content and 
promoted different services in a span of a few months only.
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Suspicious FQDNs and IDN IoCs



Technical means #4: Compare WHOIS records (even if redacted)
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Suspicious FQDNs and IDN IoCs

Historical NS and WHOIS data of 
opensea.io (official domain) as of May 
2023.

Historical NS and WHOIS data of 
opensea.xn--q9jyb4c (opensea.みんな) 
as of May 2023.



Thank you.
Any questions?

Email: ching.chiao@whoisxmlapi.com

Free WhoisXML API trial available on www.whoisxmlapi.com
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