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Overview

Part 1 - Descriptive Analysis of Native Language
Characters in FQDNs

e Asample of 63,105 unique FQDNs containing
native-language characters from more than 58 billion
rows of data from a historical DNS file dated 6 June 2024

e The records were enriched with domain ownership and IP
geolocation data

Part 2 - Technical Means to Study Suspicious
FQDNs and IDN loCs

e Clustering of the 63,105 FQDNSs
e 4,000 identified domain loCs containing the string "xn--"
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Part 1 - Descriptive Analysis of Native
Language Characters in FQDNs
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Our pDNS data highlighted the presence of native language characters in FQDNs
across TLD types.

TOP 10 TLDs OF THE FQDNs
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Found at Several Domain Levels

Native language characters were found at several domain levels though FQDNs
could be grouped by most common root domains and their IP geolocation.

TOP 10 ROOT DOMAINS OF THE FQDNs

duckdns.org
sunglimmer.cn
xn-dqr889hbxn.net

chargepoint.com

xn-5nqw76csybmz0e.co
m

verily.com
vercel.app
codetools.in

netlify.app

blogspot.com

TOP GEOLOCATION COUNTRIES

E0od“ SV

us. Germany Russia China Indonesia Romania Czech
58 IP addresses 12 IP addresses 9 IP addresses 5IP addresses 2 IP addresses 2 IP addresses Republic
2 IP addresses

A@W()deme

Singapore Canada France Cambodia Moldova Lithuania
1 IP address 1 IP address 1IP addresses 1IP addresses 1IP addresses 1 IP address




nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

International and local registrars were found for the top 100 root domains. Most
WHOIS records did not provide public domain ownership data.

TOP REGISTRARS OF THE TOP 100 MOST USED ROOT DOMAINS REDACTED OR UNAVAILABLE WHOIS RECORDS OF THE TOP
100 MOST USED ROOT DOMAINS

Mark Monitor, Inc. [y
Instra Corporation Pty Ltd. [
Key-Systems GmbH | IS
GoDaddy.com LLC [
REGRU s
MExHEERAS (N) IS

Unredacted

Network Solutions LLC S

PDR Ltd. [

CSC Corporate Domains, Inc. IS
Gandi SAS 2
22Net, Inc. 2
REG-WEBGLOBE 2
Safenames Ltd. 2

Redacted or Unavailable
0 pA
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The root domain xn--5nqw76csybmz0e.com (## i #[.Jcom) has 2,455 FQDNs
and logged several record visits and updates over only a few hours.

TOP 10 ROOT DOMAINS OF THE FQDNs TIME STAMP OF ".xn--5nqw76csybmz0e.com” FQDN ACTIVITIES

sungimmern |
xn--dqr889hbxn.net —
chargepoint.com _
xn—5nqw76csybsze.(ig _

30

verily.com _

vercel.app _
codetools.in _

netlify.app -

blogspot.com - &
12/21/2023 3:00:00 12/21/2023 3:30:00 12/21/2023 4:00:00 12/21/2023 4:30:00 12/21/2023 5:00:00

Y Date of last visit/update on current record (counted in minutes)




Part 2 - Technical Means to Study
Suspicious FQDNs:and IDN loCs
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Suspicious FQDNs and IDN loCs

Technical means #1: Pay attention to clusters

A suspicious cluster may have the same TLD and resolve to the same IP address, but has different IDN
variations of a word as their second-level domains (SLDs).

cluster = top_domain = timestamp = ip =
4 1stcalgary xn--figz9s 1715460420 218.241.105.10

cluster = top_domain = timestamp = ip 4 1stcalgary.xn--figs8s 1715492340 218.241.105.10

56 a1financialservicés.ph 1708737660 45.79.222.138 4 1stcalgary.xn--figz9s 1715460420 218.241.105.10

56 a1financialservicés.ph 1708737660 45.79.222.138 4 1stcalgary.xn--figs3s 1715500800 218.241.105.10

56 a1financialsérvices.ph 1708772100 45.79.222.138

56 a1financialservices.ph 1708737600 45.79.222.138 cluster = top_domain = timestamp = ip

56 atfinancialsérvices.ph 1708737660 45.79.222.138 278 [E#ZIE net 1705815960 100.127.132.229

1708737660 45.79.222.138
1708737660 45.79.222.138
1708737600 45.79.222.138

56 afinancialservices.ph 278 [Eizl@. net
278 [EIA net
278 [E#I@ net
278 [EizlA.net

278 [E#E)A net

1705819560 86.35.3.192 86.35.3.193
1705818600 36.86.63.182
1705820760 100.127.132.229
1705818120 86.35.3.192 86.35.3.193
1705823820 36.86.63.182

56 a1fjnancialservices.ph
57 atfinancialsérvigés.ph
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Technical means #2: Look for listed domain loCs

*XNa*

Search by Domain, URL, IP, CIDR, Hash Wildcard (*) is supported.

{# o: Object Total records: 4,342
88 firstSeen:
lastSeen: IDN loCs Punycode Version Associated Threat Type
threatType:
iocType: xn--myeherwallet-4j5f.com myetherwallet.com Attack
value:
xn--onetgwat-dpb.pl onetgwatt.pl Phishing
: Object 3
e xn--h32b21ccvorra.xn--0i2b61 . Malware
Lactoeen: z32a.xn--3e0b707e HYAE. 2ctel.5t=
Sl xn--rtblocks-7ya.net artblocks.net Attack
iocType:
value: xn--panakswap-s3a0c.finance pancgakéswap.finance Attack

{8 2: Obiect
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Technical means #3: Check hosted content history

The loC xn---777-43d6bh4bj.xn--p1ai (a3nHo-777.pd) historically hosted different content and
promoted different services in a span of a few months only.

inteRneT Arcwive  [http:/asuHo-777.pd/

l’“ﬂ“mm}mﬂﬂ 10 captures I I

5 Aug 20171 Apr 2022 11l

For stable access to Azino777, we recommend that you install our official plugin

mrenner axcwive  |hitpiwww asno-777 pe/ |

IDALHTECNNE 1o corsres

Install plugin

Register in /3 seconds

Mail H Password ‘
Email or password is incorrect Forgot your password?

Entrance S

Registration
Fonbet live

Login via

social networks

. ntacts
e Personal account

¢ Lwitter Fonbet Line

* Googlet

« Vkontakte

¢ Mail.ru

e Classmates Fonbet Mirror Working Today

Fonbet mirror!

Fonbet Mirror Site Working Today - will help you to the site of the bookmaker Fonbet and place a bet on sports whenever you want. The history of the Fonbet office dates back to 1994 in Moscow, when it was founded. The successful

start of the company made it possible to quickly develop to a level when the limits of the capital were no longer enough to restrain the potential of the organization and like-minded people working in it. Thus, the structure of the

bookmaker Fonbet has spread far beyond the Moscow Ring Road. Today, the company is very popular, many young bettors without hesitation choose the Fonbet office as their first and only platform for earning money on sporting

events. So the popularity of the organization is growing and even negative reviews from competing offices do not spoil the reputation of the largest player in the sports betting market.

The owner of the bookmaker Fonbet is listed as OOO "FON". Sports bets are accepted here, and casinos and poker rooms disappeared without a trace after a series of blockages. The organizers even launched their own radio and video

broadcast service called Fonbet TV. The service is available to citizens of Ukraine, Kazakhstan and Russia. The successful start and confident rise of the Fonbet company helped to decisively capture the top positions and the business

grew far beyond the Moscow Ring Road. Of course, there is a lot of negativity towards the bookmaker, which does not affect the overall popularity of the office, since it is mainly written by people who, playing inadequately, lost

money, and did not gain it. 1 1
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Technical means #4: Compare WHOIS records (even if redacted)

~__ Historical NS and WHOIS data of Historical NS and WHOIS data of

opensea.io (official domain) as of May ~___ opensea.xn--q9jyb4c (opensea.#+As%L)

2023. as of May 2023.
Name Servers Name Servers
arch.ns.cloudflare.com > ns1.quickswap.us.com >
nicole.ns.cloudflare.com > ns2.quickswap.us.com >
Registrant Contact Registrant Contact
Registrant Name: REDACTED FOR PRIVACY > Registrant Name: REDACTED FOR PRIVACY >
Registrant Organization: Opensea > Registrant Organization: —
Registrant Street: REDACTED FOR PRIVACY > Registrant Streett REDACTED FOR PRIVACY >
Registrant City: REDACTED FOR PRIVACY > Registrant City: REDACTED FOR PRIVACY >
Registrant State/Province: NY > Registrant State/Province: Madrid >
Registrant Postal Code: REDACTED FOR PRIVACY > Registrant Postal Code: REDACTED FOR PRIVACY >
Registrant Country: UNITED STATES > Registrant Country: SPAIN >

Registrant Email: —- Registrant Email: —
Registrant Phone: —-

Registrant Phone Extension. REDACTED FOR PRIVACY >
Registrant Fax: —

Registrant Fax Extension: REDACTED FOR PRIVACY >

Registrant Phone: —
Registrant Phone Extension: —
Registrant Fax: —

Registrant Fax Extension: ---
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Thank you.

Any questions?

Email: ching.chiao@whoisxmlapi.com

Free WhoisXML API trial available on www.whoisxmlapi.com
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