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Domain abuse breakdown in 2025.
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Compromised domains hosting phishing
pages

« Domains registered for
phishing purposes

* Phishing on compromised
domains

« Compromised domains that
redirect users to other
phishing domains
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« Compromised domains that
redirect users to malicious
domains.

« Compromised domains that
automatically start the
download of malicious files
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Other types of abuse

* Domains facilitating illegal trade

« Domains running fraudulent online
stores

« Domains supporting other unlawful
activities
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Addressing and mitigating DNS Abuse

* Analyzing potentially malicious domain.
* Collecting evidence of malicious activity.

* Reporting abusive/malicious content to the registrant and authorized
registry.

* |[f necessary, reporting the occurring issue to the authorities.
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