Abuse Reports in APTLD Member ccTLDs vs ALL ccTLDs' ;

APTLD Member ccTLDs ALL ccTLDs
CATEGORY REPORTS LLsunlnl REIZ{E)g'F;S-r gggLALL CATEGORY REPORTS ol DL
REPORTS cCTLDs REPORTS
Phishing 84,203 48.24% 39.77% Phishing 211,719 47.28%
Malware 33,614 19.26% 31.75% Malware 105,886 23.65%
Spam 35,880 20.55% 48.79% Spam 73,542 16.42%
Suspicious 14,902 8.54% 34.88% Suspicious 42,720 9.54%
Scam 3,286 1.88% 40.55% Scam 8103 1.81%
Botnet 1127 0.65% 27.66% Botnet 4,074 0.91%
Generated Domains 1,504 0.86% 94.29% Generated Domains 1,595 0.36%
Hacked Website 50 0.03% 28.57% Hacked Website 175 0.04%
TOTAL 174,566 100.00% 38.98% TOTAL 447,814 100.00%
Source: iQ Global AS utilizing AbuseStats.com Source: iQ Global AS utilizing AbuseStats.com
Snapshot of 50 ccTLDs with active reports of domain name abuse, appearing on Snapshot of 203 ccTLDs with active reports of domain name abuse, appearing on
one day in January 2023 from a selection of reputable threat intelligence feeds. one day in January 2023 from a selection of reputable threat intelligence feeds.
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Determining Which Abuse Reports Matt
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Case ID

Domain Name

Anti-Phishing Working Group CROF Threat Center Malware patrol netxiin Anti-Phishing.. Phishing ® Unactioned 2023-02-15

suwnjoo 8

shopcongduc.net Anti-Phishing... Phishing @ Unactioned 2023-02-04 Threat Intelligence Feec

Category
shopbenhi.com Anti-Phishing... Phishing @ Unactioned 2023-02-02 Status
Sub Status
Created

Closed

Current Status Set
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Anti-Phishing... Phishing ® Unactioned 2023-01-30
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voderdedanrioro.tk Anti-Phishing... Phishing ® Unactioned 2023-01-30

rotpertlungdilo.tk Anti-Phishing... Phishing @ Unactioned 2023-01-29 Zone
Active Report
Number of Reports

Agent

raubirbu.tk Anti-Phishing... Phishing @ Unactioned 2023-01-29
OpenPhish . PhishTank - Scomadviser

orclarcyc.cf Anti-Phishing... Phishing @ Unactioned 2023-01-29
Priority
quilitonindump.tk Anti-Phishing.. Phishing ® Unactioned 2023-01-29 Informed Registrant
Informed Law Enforcem
icloud-lost.online Anti-Phishing.. Phishing @® Unactioned 2023-01-26 Server Hold Set
Grawlisted
netflix-verif.com Anti-Phishing... Phishing ® Unactioned 2023-01-20 —
= Row Groups
paypalme Anti-Phishing.. Phishing ® Unactioned 2023-01-19

heydudechaussures.fr Anti-Phishing... Phishing ® Unactioned 2023-01-12 Drag here to set row groups

Scamadviser Trust Score - spamhaus

labai52.vin Anti-Phishing... Phishing ® Unactioned 2023-01-07
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Automatic Identification of Potentially Abusive Domain Variants at Scale

NameBlock.com - Variant Generator and String Evaluation Algorithms

Abuse Affixes Character Swap
Common Misspellings % | Homoglyphs
Vowel Swap . e+t

on other TLDS
String Similarity Filters
Dictionary Filters

TM Filters

Domain Block List Valuable Domains
Monitor

Mr. Pinky Brand
Senior Vice-President

-~ .
pinky@ig.global QQTLD . NameBlock

Taken Domains

APTLD Panel Presenter:



