Technical Means to Fight Phishing
APTLD84 | Session 7B

Pinky Brand
Senior Vice President
iQ Global AS




Is the domain benign or malicious?

How do you reach a verdict?



Best Practices

from Policy to Procedures

Considerations:

e Who should be responsible for dealing with a phishing report?

e What types of phishing reports will you deal with?

e Define how you will act for different types of phishing reports or reporters
e How long will you wait before taking action?

e Monitoring your namespace for abusive phishing domains

e Staffing levels



One solution: Using data-driven tech and Al z‘]
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Another solution: Domain Risk Scoring

Rate domain names
for potential risk at any stage
of the domain registration process

Linguistic analysis

String entropy analysis

Typos and homoglyph analysis
Trademark similarity

Abuse affix analysis

Domain property analysis
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FREE COMMUNITY RESOURCE: AbuseStats.com
Action Works!

DNS ABUSE - 2022

5 ‘ There's no lack of DNS Abuse reports, nor a lack of data.
How big is the problem and how it

trended in 2022. But there is a lack of awareness and action taken on the data.
Eeseratnt st iins elesiady When action is taken, we see a marked difference in report closure
times.

Unactioned Reports

Daily reports °
o comilioney 1 6 5 Data from the threat intelligence

DNS abuse reports were [ ] h

created, with an average of feeds, shows that the average time

FEEEY) et el CE. M I LLION for a report to be closed due to the

malicious behaviour ceasing,
without any detectable mitigation
Domains reported actions being taken, is 34 days

o Roughly 1.25% of domain names

1 .25 /o were indicated in a DNS abuse
report from a reputable threat
intelligence feed.

5%

Actioned Reports

Data from the iQ Abuse Manager Threat
Intelligence Feed shows that the
average time for a report to be closed
in our platform, due to mitigation

Year on Year Increase Unique Domains Reported B . .
Between January 2022 and Approximately 15% year-on- actions being taken, is 6 days. A
January 2023, we saw a 5% year increase in unique domain decrease Of 1 day from 2021'
increase in abuse reports. names with an abuse report.

DNS ABUSE 2022 References: Data points from iQ Abuse Manager Threat Intelligence Feed. Data composed from meticulously monitored and vetted abuse reports, from

well-known providers such as the Anti-Phishing Working Group and Spamhaus. Covers the same sources as the ICANN DAAR and several more.
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