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Is the domain benign or malicious? 

How do you reach a verdict?



Best Practices
from Policy to Procedures

Considerations:

● Who should be responsible for dealing with a phishing report?  

● What types of phishing reports will you deal with?

● Define how you will act for different types of phishing reports or reporters

● How long will you wait before taking action?

● Monitoring your namespace for abusive phishing domains

● Staffing levels



One solution: Using data-driven tech and AI 

The industry needs proactive blocking at 
scale to prevent domain name registrations 
used for phishing.

The Challenge? 

Registry level blocking 
without impacting registration revenue 
and your namespace



Another solution: Domain Risk Scoring 

Rate domain names 
for potential risk at any stage 
of the domain registration process

● Linguistic analysis
● String entropy analysis
● Typos and homoglyph analysis
● Trademark similarity
● Abuse affix analysis
● Domain property analysis
● DGA detection



DNS ABUSE 2022 References: Data points from iQ Abuse Manager Threat Intelligence Feed. Data composed from meticulously monitored and vetted abuse reports, from 
well-known providers such as the Anti-Phishing Working Group and Spamhaus. Covers the same sources as the ICANN DAAR and several more. 

FREE COMMUNITY RESOURCE: AbuseStats.com
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