Automated Detection of
Malicious Registrations
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ABSTRACT

* How to get malware and malicious script.

* How to get suspicious domain and url from malware.

* Confirm domain name and url is malicious.

* Deploy blacklist and block malicious connections.

* RPZ service in Taiwan and automated detect gov malicious domain.
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How to get malware and malicious script




How to get malware and malicious script

root@test honeypot:/opt/dionaea/var/lib/dionaea/binaries# file *

)45fa30aad3f10fb78e3al9%acbd4alc3: ELF 64-bit interpreter /1ib64/1d-1inux-x86
-64.50.2, for GNU/Linux 3.2.0, BuildID[shal]l=5
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£54313192a4e0490c99a5681b67a0315: ELF 64-bit cutable, x86-64 (SYSV), dynamically linked, interpreter /1ib64/1d-1inux-x86
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How to get suspicious domain and url from
malware.

* Method1:Get malicious domain from binary file by reverse
engineering.

* Method2:Get malicious domain from binary file use command
“strings”.

* Method3:Get malicious domain from script.



Get malicious domain from reverse
engineering
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Decompile: something_interesting - (wannacry)

undefinedd something_interesting(void)

{
HINTERNET hInternet;
HINTERNET hinternet_return}
int 1i;
char #%strange_url;
char #strange_url_copys;

18 char strange_url_buffer [57];

W00 = O U B Ll B e

12 1= 14;
13 strange_url = s_http://www.lugerfsodp9ifjaposdf)_0084313d40;
14 strange_url_copy = strange_url_buffer;

15 | while (i !'=8) {

16 i=1+-1;

17 #{undefinedd *)strange_url_copy = #*{undefined4 #)strange_url;
18 strange_url = strange_url + 4;

19 strange_url_copy = strange_url_copy + 4;

28 b

21 ¥strange_url_copy = *strange_url;

22 InternetOpenA({LPCSTR)®x@,1, (LPCSTR)@x@, (LPCSTR)0x0,0);
23 hinternet_return = InternetOpenUrlA(hInternet,strange_url_buffer, (LPCSTR)@x®,0,0x84000000,0);
24 if (hinternet_return = {HIHTERNET}BX@}[H

25 InternetCloseHandle(hInternet);

26 InternetCloseHandle(d):

27 FUN_@@4e809a();

28 return @;

29 }

30 InternetCloseHandle(hInternet);

31 InternetCloseHandle{hinternet_return);

32 return @;




Get malicious domain from command -
strings

ExitProcess

DpenMutexhd

[KERNEL3Z.d11
StartServiceCtrlDizpatcherf

B - -~
B

InternetOpenlrln
InternetOpenA

WINIMET .d11
GetCommandLinef
GetUersion
TerminateProcess
UnhandledExceptionFilter
FreeEnvironmentStringsA
FreeEnvironmentStringsl!
WideCharToMultiByte
GetEnviroenmentStrings
GetEnvironmentStringsl)

UirtualFree

He apFree

Rt 1lUnwind
WriteFile
Heapflloc
GetCPInfo

Ge tACE

Ge t OEMCP
VirtualAlloc
JEEVLETRRETS
GetProcAddress
LoadLibraryf
MultiByteToWideChar
LCHapStringA
LCHapStringl!
GetStringTyped

Malszervice

HGL345
thttp:/vwww.malwareanalysishook.com
Internet Explorer 8.8




Get malicious domain from upload script

d.yvuminl?23 Jarm5/bin
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Confirm domain name is malicious

 Method1:Confirm domain is dynamic nameserver
* Method2:Confirm domain with other blacklist
* Method3:DNS reputation




Confirm domain is dynamic nameserver

[root@blog bin]# dig

<<>> DiG 9.11.5-P1 <<>>
;7 global options: +cmd
; 7 Got answer:
; 7 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 54441
;7 flags: gr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL:

OPT PSEUDOSECTION:
EDNS: version: 0, flags:; udp: 512
; 7 QUESTION SECTION:
IN

ANSWER SECTION:
.changeip.orqg.
.changeip.org.

Query time: sec

SERVER: 8.8.8.8#53(8

WHEN: — 1H 30
SIZE rcvd:




Confirm domain with other blacklist

) T T S
‘Danwmny rrdfrr 1 ALy assN [app-ergzga

Banking Trojan

Linux Mirai Coin Miner {(download URLs)
Linux Mirai Coin Miner {(download URLs)
Linux Mirai Coin Miner (download URLs)
Linux Mirai Coin Miner {(download URLs)
Linux Mirai Coin Miner {(download URLs)
Linux Coinminer

Linux Coinminer

Linux Coinminer

Trojan.PowerShell

Trojan.PowerShell

Trojan.PowerShell

Linux Hajime

Linux Hapme

Abchot

" 360NetlabZy & AbchotiERE SHESE |
" 3a0NetlabZy &5 AbchotiE R HHEE |
" 360Netlab’y &5 AbcholUiE R 4HEE |
" 360NetlabZy & AbchotiERT HHES |
" 360Netlab’Zy & AbcbotfERE £EIRS |
" 360Netlab’y &5 AbchotiE 5 4EEE |
" 3a0Netlab2y &5 AbchotiERE SHEE |
" 360Netlab’y &5 AbchoUE R 4HEE |
" 360NetlabZy & AbchotiB R SHESE |

2021453 HSIN
202155431 cybel
202155431 cybel
20214531 cybel
20215531 cybel
20215531 cybel
20214531 cybel
20215531 cybel
20215531 cybel
202155431 cybel
202155431 cybel
20214531 cybel
20215531 cybel
20214531 cybel

2021/11/23 360Netlab
2021/11/23 360Netlab
2021/11/23 360Netlab
2021/11/23 360Netlab
2021/11/23 360Netlab
2021/11/23 360Netlab
202111723 360Netlab
2021/11/23 360Netlab
2021/11/23 360Netlab
2021/11/23 360Netlab

ram.unici.at

hxxp:/f209.141.43.1185h
httpa/f198.23,172.240/100UP sh

hapaf31.210,20,48/irdir000 0 1512, 286
haexpaf116.202, 106,22 Vzerosfix.sh

hacpa/745,14, 140 244/86 64
haoepe198.98.56 654 rax
hacxpa209,141,58,203/ssh
haxpefflooder. gaftop

hxxp:/7 1127, 148,69/ x/3sh
haexpaT 1127, 148,697, x/2sh
haewpeiT 1127, 148,69/ %/ 1sh
haxp:/63.217.195,231:27894/ 1
hacps/ 7201, 170,204, 41: 160024 1
dgixyylug.tk
dgixyylug.com
deixyylug.pages.dev
guylixdyg.tk
euyhxdyg.com
guylixdye.pages.dev
glgindyyx.tk
gleindyyx.com
eleindyyx.pages.dev
xgudylyig.k



DNS reputation

* https://www.ipvoid.com/dns-reputation/ (Comodo)

e https://www.virustotal.com/gui/home/search (Virustotal)

* https://talosintelligence.com/reputation_center/ (Cisco)

* https://www.switch.ch/dns-firewall/reputation-checker/ (Switch)



https://www.ipvoid.com/dns-reputation/
https://www.virustotal.com/gui/home/search
https://talosintelligence.com/reputation_center/
https://www.switch.ch/dns-firewall/reputation-checker/

DNS reputation

DNS Service

W AdGuard DNS (Default)

W AdGuard DNS (Family)

) CleanBrowsing (Family)

EP® Cloudflare (Family)

) Comodo Secure DNS

[1] Neustar Recursive DNS (Business)

[1] Neustar Recursive DNS (Family)

Status

@ Blocked

@ Blocked

v

v

v

@ Blocked

@ Blocked

10)

11)

12)

13)

[1] Neustar Recursive DNS (Threat)
[} OpenDNS (Family)

Q Quad9

£ SafeSurfer

@ Yandex.DNS (Family)

@ Yandex.DNS (Safe)

v

v

@ Blocked

@ Blocked

v

v



Deploy blacklist and block malicious
connections

* Deploy blacklist in cache server and deny the connection to malicious
domain.




RPZ service In Talwan -

Root DNS
=] Zone transfer =]
update TLD DNS

RPZ master cursive résolver

Query bad host odified response

Authoroiative DNS

16



Automated Detection

* Detect new register names with suspicious strings like ‘gov’ and send
to warning list, for example abcgov.tw

* Fetch web pages of new register domain name in 7 days, if the web
page html code include some suspicious strings, send the domain
name to warning list

* Manually check the warning list, put serverHold status on the domain
name if it is a phishing site
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Question and Answer



