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ABSTRACT

• How to get malware and malicious script.

• How to get suspicious domain and url from malware.

• Confirm domain name and url is malicious.

• Deploy blacklist and block malicious connections.

• RPZ service in Taiwan and automated detect gov malicious domain.
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How to get suspicious domain and url from 
malware.
• Method1:Get malicious domain from binary file by reverse 

engineering.

• Method2:Get malicious domain from binary file use command 
“strings”.

• Method3:Get malicious domain from script.



Get malicious domain from reverse 
engineering



Get malicious domain from command -
strings



Get malicious domain from upload script



Confirm domain name is malicious

• Method1:Confirm domain is dynamic nameserver

• Method2:Confirm domain with other blacklist

• Method3:DNS reputation



Confirm domain is dynamic nameserver



Confirm domain with other blacklist



DNS reputation

• https://www.ipvoid.com/dns-reputation/ (Comodo)

• https://www.virustotal.com/gui/home/search (Virustotal)

• https://talosintelligence.com/reputation_center/ (Cisco)

• https://www.switch.ch/dns-firewall/reputation-checker/ (Switch)

https://www.ipvoid.com/dns-reputation/
https://www.virustotal.com/gui/home/search
https://talosintelligence.com/reputation_center/
https://www.switch.ch/dns-firewall/reputation-checker/


DNS reputation



• Deploy blacklist in cache server and deny the connection to malicious 
domain.

Deploy blacklist and block malicious 
connections



RPZ service in Taiwan
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Automated Detection 

• Detect new register names with suspicious strings like ‘gov’ and send 
to warning list, for example abcgov.tw

• Fetch web pages of new register domain name in 7 days, if the web 
page html code include some suspicious strings, send the domain 
name to warning list

• Manually check the warning list, put serverHold status on the domain 
name if it is a phishing site
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