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WhoisXMLAPI (WXA): 
What do we do ? 

For over a decade, we have been gathering, analyzing, and correlating domain, IP, 

and DNS data to make the Internet more transparent and secure. Our 

comprehensive collection of cyber threat intelligence feeds have proven invaluable in 

augmenting the capabilities of commercial / governmental security platforms (SIEM, 

SOAR and TIP) and helping Security Operations Centers (SOCs) & Managed Security 

Service Providers (MSSPs) achieve superior network visibility.
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Security Industry : Hot “ABC” Topics 

• Attack Surface Management (ASM)
– eASM 

• Business Email Compromised (BEC) 
/ Spear Phishing 

• Cloud Security
– “agentless” deployment in large scale  

Extraordinary Attorney Woo 2022, Netflix
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Topics 

• Stats / Trends from WXA Threat Intelligence data  

• Identify phishing domains : examples 

• Proposal to APTLD community 
From Moderator: 
Q1 : what is your experience/statistics of phishing in your
     registry?
Q2 : what do you do for mitigating phishing in your registry?
Q3 : what do you plan to do for mitigating phishing in your
     registry?
Q4 : what is your proposal to the APTLD community as a whole?

  (if you provide solutions to registries/registrars,
   please read the above questions by replacing "in your
   registry" to "for your customer registries/registrars")
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Most prevalent 
crime in the US

Users unaware that a 
familiar brand doesn't 
guarantee the safety of 

the email

Direct financial losses 
increase from successful 

phishing attacks

Phishing 44%

Phishing : Scope of the Problem

   76%



The problematic 
bulk-registered domains 
have been used in different 
cyber attacks.
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Threat Intelligence Data Feed 
(TIDF) dated 10 May 2023

Total Typosquatting Domains: 4,678,815

Total # of hits on TIDF: 20,237

% 0.433



● We also determined 
the average group 
size of the 
problematic 
bulk-registered 
domains.

● Phishing is a top-3 
problem! 
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The average “deltaDays” is the gap between Typosquatting Data Feed detection 
and when problematic usage was last detected by TIDF. This value differs per attack 
type, with Spam having the longest gap of 624.11 days.
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Trending and Hot Topics

ChatGPT and the popularity of AI tools

Source: WXA Domain Research Suite (DRS)

chat.openai.com 170 lookalike domain & subdomain compositions
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Trending and Hot Topics

ChatGPT and the popularity of AI tools

Source: WXA Domain Research Suite (DRS)

chat.openai.com Very different details found in WHOIS records!
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In May 2023, NRDs 
bearing the strings

“wellsfargo”
“starbucks”
“amazon”

were consistently found 
in the EWPF files. 

Source: Early Warning Phishing Feed (NRD) dated May 1-31, 2023

Trending and Hot Topics

Also regularly present in our predictive threat intel feeds are brand names
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Trending and Hot Topics

Ukraine invasion

Source: WXA Domain Research Suite (DRS)

Covid / vaccine 2023 bank failures



● We subjected the domains to 
a bulk IP geolocation lookup 
to determine if they still had A 
records.

● Many domains in the sample 
group had various A records, 
and therefore may still be 
resolving to IP addresses.
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Bulk IP Geolocation Lookup dated 
13 June 2023

Determining If Malicious Domains Remain Active



● To further verify the status of the malicious typosquatting groups, we retrieved their website 
screenshots.

● The content hosted on the sample domains hinted at impersonation, credential theft, and 
malware distribution.
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Screenshot Lookup dated 13 June 2023

Determining If Malicious Domains Remain Active
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Leveraging Trusted Infrastructure

Site builders - e.g., WordPress SaaS companies- e.g., Zendesk

Many free services can be leveraged to execute phishing campaigns

Source: WXA Domain Research Suite (DRS)
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Leveraging Trusted Infrastructure

Yet it’s not easy to determine what’s indeed badness

chatgpttech.wordpress[.]com chatgptloginncom.files.wordpress[.]com



https://labs.guard.io/phishforce-vulnerability-uncovered-in-salesforces-email-services-exploited-for-phishing-32024ad4b5fa

Leveraging Trusted Infrastructure



Leidos User Team
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Proposal to APTLD

• A Threat Intelligence Hub for APTLD Members 

• Regular registry’s security / CISO training

• Complimentary access to Domain Research Suite 
(DRS) for APTLD Members



Thank you 

ching.chiao@whoisxmlapi.com


