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The ransomware landscape was disrupted in 2024, 
making them unpredictable following law enforcement 
disruptions and exit scams
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Source: PwC Dark Lab, August 2021 to October 2024 Threat Intelligence Monitoring 
Based on Proprietary Insights, Open Source Intelligence, and Dark Web Monitoring
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27
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defunct in 2024
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Threat actors are rapidly adapting by diversifying 
their tactics and exploring alternative means to 
increase their chances of success 
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Skip the encryption; 

it’s all about data theft 
Single extortion returns with direct 
sale of victim’s data on leak sites

Adoption of Generative AI in social 

engineering
Accelerate creation of highly convincing 

deepfake and phishing campaigns

Increased targeting of cloud and 

SaaS credentials
Targeting exposed configuration 
files with secrets and API keys

Significant increase in data sales

Specifically leaked credentials that extend 
beyond the victim to their third parties

Source: PwC Dark Lab, Threat Intelligence Monitoring Based on Proprietary Insights, Open Source Intelligence, and Dark Web Monitoring

Increase in fake SMS impersonation

Going beyond PII and credit data, and looking to steal 
valid credentials, sessions, and victim’s metadata
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whoami
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Founder

Dark Lab

Hack A Day

Malaysian

Father of 2

Wine Lover
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This leads to today’s million-dollar question 
How should we define and protect ‘Identity’?

“ Identity refers to an attribute 

or set of attributes that 

uniquely describes a user ” 
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2024 Cyber Threats Overview with Identity as a twist
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January 2024

Faust 

ransomware 
targets education 

institute

Root cause – 
Exploit Veeam 

Backup (CVE-
2023-27532) to 

obtain stored 
credentials

$

March 2024

Unknown 

cybercriminal 
targets supply 

chain company

Root cause – 
Phishing

$

April 2024

Unknown 

cybercriminal 
targets property 

developer

Root cause – 
Exposed AWS 

access key

$

April 2024

Unknown threat 

actor targets local 
utilities provider

Root cause – 
SQL injection

$

June 2024

Multiple 

government 
bodies 

impersonated 
to buy trust of 
consumers 

to facilitate 
insurance policy 

renewal scam

Root cause – 
N/A

$

June 2024

Unknown threat 

actor targets 
tertiary education 

institution

Root cause – 
Valid credential 

from Initial 
Access Broker 

(IAB)

$

June 2024

Unknown threat 

actor targets local 
government 

corporation

Root cause – 
Distributed Denial 

of Service 
(DDoS)

$

July 2024

LockBit 

ransomware 
targets shipping 

victim

Root cause – 
Valid SSLVPN 

credential

$

October 2024

Cyberespionage 

actor targets 
property 

developer

Root cause – 
Malicious 

resume upload 
to HR system 

(Phishing)

$

October 2024

Unknown 

opportunistic 
actor targets local 

airline

Root cause – 
Exploitation of 

Public-Facing 
Server

$

February 2024

RansomHouse 

a.k.a. Mario 
ransomware 

targets 
pharmaceutical 
company

Root cause – 
Poor cyber 

hygiene – 
service exposure

$

April 2024

LockBit 

ransomware 
targets local 

hospital

Root cause – 
Valid SSLVPN 

credential from 
Initial Access 

Broker (IAB)

$

June 2024

Personal data 

from public-facing 
systems of 

multiple 
organisations 
sold on dark web

Root cause – 
Leakage of valid 

credentials on 
dark web

$

May 2024

Unknown threat 

actor targets 
government 

department

Root cause – 

Exploit SQL 
injection 

vulnerability to 
obtain MSSQL 
account

$

June 2024

Unknown 

ransomware 
group targets 

healthcare victim

Root cause – 
Exploit FortiOS  

(CVE-2024-
21762) to recover 

valid SSLVPN 
credentials

$

June 2024

Unknown threat 

actor targets local 
retail organization

Root cause – 
Distributed Denial 
of Service 

(DDoS)

$

July 2024

Unknown threat 

actor targets local 
retail organization

Root cause – 
Distributed Denial 
of Service 

(DDoS)

$

October 2024

Unknown threat 

actor targets 
research institute

Root cause – 
Valid M365 / SSL 
VPN credential 

$

October 2024

Black Basta 

targets workplace 
technology 

provider

Root cause – 
Initial Access 

Broker

$

Ransomware Data Exfiltration Denial of Service Monetary Loss$Impact
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Summary of Lessons Learnt
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Weaponisation of CVEs is 

increasingly targeted at 

compromising identity and/or 

bypassing controls safeguarding 

identity 

Adaptation of leaked credentials 

as an attack vector against a 

broader attack surface such as 

unintentionally exposed non-

production or administrative 

services

Evolution of phishing attacks

to capture valid sessions and 

impersonate the victim’s identity, 

while others impersonate trusted 

brands 

Threat actors are more intentional and resourceful in their attacks, 

focusing on abusing valid identities to bypass defenses 
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Exploitation of CVEs are increasingly focused on 
obtaining valid identities and bypassing identity 
security
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57%

11%

in exploitation of 

CVEs related to 

stealing identity

in exploitation of 

CVEs related to 

bypassing controls to 

secure identity

Most targeted technologies:

• SSLVPN

• Firewall

• Mobile Device Management

• Unintentionally exposed public cloud 

assets/services

• Unhardened 3rd party hosting servicesSource: PwC Dark Lab, 1 January 2023 to September Threat Intelligence Monitoring Based on Proprietary Insights, Open Source Intelligence

Deep Web Icon

Threat Actor Vulnerable 

Web App

Ransomware

deployed

Ransomware

deployed

Login with 

obtained 

credentials 

Exploit CVE to 

obtain encrypted 

credentials stored 

in config database

Persistence

Escalate privileges 

Lateral Movement

…

Victim data leaked   or 

sold via leak site  if fails 

to pay ransom 

http://thenounproject.com/term/deep-web/62765
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The cybercriminal ecosystem is increasingly 
intentional in their weaponization of identities
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37%

174%

in infostealer 

infections against 

Hong Kong

in average price 

per access sale

Source: PwC Dark Lab, 1 January 2023 to 10 October 2024 Threat Intelligence Monitoring Based on Proprietary Insights, Open Source Intelligence, 
and Dark Web Monitoring

Deep Web Icon

Threat Actor BreachForums

Exposed 

Login Portals 

Stolen data 

listed for sale 

on dark web 

Log in using  

leaked or 

compromised 

credentials

e.g., Citrix, Cisco, Global Protect…
1238%

highest 

value 

listing 

price

2023 US$ 1583 2024 US$ 4339

2023 US$ 74.8K 2024 US$ 1 MIL

http://thenounproject.com/term/deep-web/62765
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The macro and micro shifts in the cyber threat 
landscape have significantly contributed to the 
increase in leaked credentials on the dark web
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Source: PwC Dark Lab, 1 January 2023 to 22 October 2024 Threat Intelligence Monitoring Based on 
Proprietary Insights, Open Source Intelligence, and Dark Web Monitoring
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The use of infostealers has become more prevalent, 
with these tools specifically designed to harvest 
credentials from infected systems

February 2025

11

Phishing

Malicious ads

Fake software 

downloads

Compromised 

websites  

…

Dropper installs infostealer 

Establish persistence

Passwords

Cookies

Credit card info

Browser history

System info

Keylogging

Screen capture

…
Encrypted and exfiltrated 

to attacker’s server

Delete logs to 

remove traces

Anti-analysis

…

EXECUTION

DELIVERY

EXFILTRATION

CLEANUPCOLLECTION

Source: PwC Dark Lab’s Proprietary Insights

…and then leaked or 

sold on the dark web 

DARK WEB



PwC

Adversary-in-the-Middle (AiTM) phishing 
campaigns persist, impersonating trusted brands 
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1 Phishing Website Redirect 

Victim visits phishing site and is 

redirected to the official M365 login page. 

Victim Phishing Site Threat Actor Victim Mailbox

Deep Web Icon

Official Microsoft 

Login Page

Microsoft 

OAuth

Impersonated user 

identity via internal 

spear phishing emails

Other M365 Services

Sensitive data collection 

and exfiltration

2
Authentication

Victim performs legitimate login with 

MFA on the M365 portal. Threat actor 

captures credentials and token.

3
Persistence 

Threat actor requests Primary Refresh 

Token (PRT) to register own device 

for Single Sign-On (SSO) to M365.

4
Impact 

Access and collect data from M365 

services, and victim impersonation via 

internal spear phishing. 

1 2

3

4

4

http://thenounproject.com/term/deep-web/62765
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How can we prevent and detect these attacks?  
We must focus on how to protect the identity! 
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PREVENTION DETECTION 

Employ a conditional access policy to restrict 

unauthorised access  

• Restrict the use of tokens only from devices on 
which they were issued

• Enable token protection

• Allow sign-ins only from devices that hybrid-

joined to Entra ID or are managed by MDM or 
MAM solutions 

• Require strong, multi-layered authentication 

methods

• Limit the session duration of Outlook on 

the Web (OWA) to 1 hour

Detect and monitor for anomalous activity

• Accesses from 2+ countries within short period in 
Entra ID

• Review the ‘Risky’ Sign-In on Entra ID

• Monitor for assignments of Temporary Access 
Passes on sensitive accounts

• Monitor for large numbers of users signing in “from” 
the same device

• Specific user events (e.g., user registered security 

information, started security info registration,…)

Send device registration notifications to users
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Our approach to tracking domains – how do they begin?
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We start by tracking domains to their birth i.e. as they are registered, and 

follow through their lifetime. As such, we surveyed publicly-available data 

on generic TLDs, based on:

TLDs

ccTLDs

gTLDs
Sponsored TLD

Unsponsored TLD

Domains take an important role in infrastructure used by cybercriminals and the like. Dark Lab asks the 

question of: how do threat actors groom their domains? 

WHOIS

Data Feeds
Newly Registered Domains

Raw DNS Records

Crowd-sourced Data
VirusTotal, URLScan, CriminalIP, Shodan

Data from Dark Lab’s 

Cyber Threat Operations
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Our approach to tracking domains – how do they begin?
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Domain 

Similarity 

DNS record

WHOIS

Website 

Structure

Approach and outcome

New domain name typo-squatting or resembling known 

companies with intent to impersonate or deceive through phishing

Identifying domains related to command-and-control infrastructure 

via known malicious IP addresses or ranges

WHOIS record with questionable names, or email addresses from 

open-source intelligence

Domain hosting a website that shows contents with clear 

impersonation intent of a known website

Open-source 

Intelligence

Verdicts as submitted by the cyberseuciry community from crowd-

sourced intelligence platform e.g. VirusTotal, Urlhaus

We look historically at domains that are deemed suspicious or malicious.

WHOIS

Data Feeds
Newly Registered Domains

Raw DNS Records

Crowd-sourced Data
VirusTotal, URLScan, CriminalIP, Shodan

Data from Dark Lab’s 

Cyber Threat Operations
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What insights did we glean from our study into newly 
registered domains for 20 major gTLDs for a selected day in 
January 2025?
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Source: PwC Dark Lab, January 2025 Threat Intelligence Analysis on 20 major gTLDs for one day, using Open 
Source Intelligence.  
Remaining gTLDs include .online (87), .xin (60), .sbs (58), .click (42), .org (38), .net (38), .vip (29), .icu (24), 

.site (21), .cyou (18), .pro (11), .store (9), .biz (7), .club (2), and .asia (2)

70,000 newly registered 

domains per day

2,800
of the 70,000 newly 

registered domains 

reported as malicious

Phishing

Spam

Malware

C2

APT-related 

activities

604 – 36%

235 – 
14%

219 – 
13%

102 – 6% 89 – 5%

447 – 26%

0

250

500

750

top shop bond xyz info Remaining
15 gTLD

Number of Malicious Domains Registered Under 
Major 20 gTLDs

74%
of newly registered 

malicious comprise of 

the top 5 gTLDs 



PwC

Example of newly registered malicious domains
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Spam Malware C2Phishing 

Newly registered domains are typically deployed in SMS to redirect and deceive victims into providing sensitive 

information (e.g., credentials, PII, etc.) by impersonating well-known organizations

• Impersonate BOC rewards portal to target Macau and HK

• Trick victims to provide credit card info, OTP from credit 

card and PII, e.g., name, address email, phone number…
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Example of newly registered malicious domains (cont’d.)
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Spam Malware C2Phishing 

SMS aside, newly registered domains are also used widely in emails to redirect and deceive victims into 

providing sensitive information (e.g., credentials, PII, etc.) by impersonating well-known organizations



PwC

Example of newly registered malicious domains (cont’d.)
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Social media and instant messaging platforms have become a popular target for financial gain in recent years, 

facilitated by low cost to register look-alike domains 

Spam Malware C2Phishing 
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Example of newly registered malicious domains (cont’d.)
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Spam Malware C2Phishing 

Threat actors leveraging infostealers (e.g., Lumma) or hosting C2 often register new domains to either distribute 

the malware to unsuspecting users or to maintain persistence and communicate with their victim.
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Why might this be happening? 
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Lack of Proactive Governance of gTLD
Too Simple Registration Process, 

Compounded by Low Cost

Per ICANN, registrars rely on the 

community’s abuse report to identify and 

takedown malicious domains

There is a lack of a proactive, regular and 

measurable monitoring mechanism to flag 

suspicious domains in a timely manner

This similar pain point extends to ccTLDs (!)

Very affordable to register domains at scale

Limited WHOIS contact information required, 

with insufficient validation of registrant data 

due to domain privacy
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We devised a proactive mechanism and are working with .top 
to proof of concept it, before looking to scale out
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Official collaboration since 2024 Hack A Day to 

strengthen Hong Kong’s cyberspace resilience 
Source: https://www.pwchk.com/en/press-room/press-releases/pr-111124.html

Conduct technical analysis 
focusing on objective, 

observable metrics

Supplement with 
crowdsourced 
intelligence on 
known-bads

Reporting
to 

gTLDs

Receive zone file from gTLD on regular basis

Takedown by gTLD or share with 

law enforcement and potential victims

DNS metrics, 

appearance look-alike, 

WHOIS, …

Reports of malicious 

activities, crawling for 

questionable keywords, 

reviewing submissions on 

well-known TI platforms…

Operationalize through 

secure channel such 

as Jira ITSM
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Q&A
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.my and .pw domain related to Lumma stealer 
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Lumma gTLD
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Thank you

© 2025 PwC. All rights reserved. Not for further distribution without the permission of PwC. “PwC” refers to the network of member firms of PricewaterhouseCoopers International Limited (PwCIL), or, as 

the context requires, individual member firms of the PwC network. Each member firm is a separate legal entity and does not act as agent of PwCIL or any other member firm. PwCIL does not provide any 

services to clients. PwCIL is not responsible or liable for the acts or omissions of any of its member firms nor can it control the exercise of their pr ofessional judgment or bind them in any way. No 

member firm is responsible or liable for the acts or omissions of any other member firm nor can it control the exercise of another member firm’s professional judgment or bind another member firm or 

PwCIL in any way.


	Main
	Slide 1: Update of the Cyber Threat Landscape and Its Relationship with Internet Hygiene
	Slide 2: The ransomware landscape was disrupted in 2024, making them unpredictable following law enforcement disruptions and exit scams
	Slide 3: Threat actors are rapidly adapting by diversifying their tactics and exploring alternative means to increase their chances of success 
	Slide 4: whoami
	Slide 5: This leads to today’s million-dollar question  How should we define and protect ‘Identity’?
	Slide 6: 2024 Cyber Threats Overview with Identity as a twist
	Slide 7: Summary of Lessons Learnt
	Slide 8: Exploitation of CVEs are increasingly focused on obtaining valid identities and bypassing identity security
	Slide 9: The cybercriminal ecosystem is increasingly intentional in their weaponization of identities
	Slide 10: The macro and micro shifts in the cyber threat landscape have significantly contributed to the increase in leaked credentials on the dark web
	Slide 11: The use of infostealers has become more prevalent, with these tools specifically designed to harvest credentials from infected systems
	Slide 12: Adversary-in-the-Middle (AiTM) phishing campaigns persist, impersonating trusted brands 
	Slide 13: How can we prevent and detect these attacks?   We must focus on how to protect the identity! 
	Slide 14: Our approach to tracking domains – how do they begin?
	Slide 15: Our approach to tracking domains – how do they begin?
	Slide 16: What insights did we glean from our study into newly registered domains for 20 major gTLDs for a selected day in January 2025?
	Slide 17: Example of newly registered malicious domains
	Slide 18: Example of newly registered malicious domains (cont’d.)
	Slide 19: Example of newly registered malicious domains (cont’d.)
	Slide 20: Example of newly registered malicious domains (cont’d.)
	Slide 21: Why might this be happening? 
	Slide 22: We devised a proactive mechanism and are working with .top to proof of concept it, before looking to scale out
	Slide 23: Q&A
	Slide 24: .my and .pw domain related to Lumma stealer 
	Slide 25: Lumma gTLD
	Slide 26: Thank you


