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The ransomware landscape was disrupted in 2024,
making them unpredictable following law enforcement

disruptions and exit scams
The Rise and Fall of LockBit
30,

in active ransomware

1000 threat groups
» 800
(@)
~“&» Fabian Wosar <
@' @fwosar 4‘7)'
Since people continue to fall for the ALPHV/BlackCat cover up: E 600
ALP.HV/BIac'kCat did not ge't seized. They are exit scamming their ..8 new dedicated leak
affiliates. It is blatantly obvious when you check the source code of the S . .
new takedown notice. You will see code like this. 400 sites in 2024
200
Source: PwWC Dark Lab, August 2021 to October 2024 Threat Intelligence Monitoring 0
Based on Proprietary Insights, Open Source Intelligence, and Dark Web Monitoring 2021 2022 2023 2024 ransomware groups

defunct in 2024
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Threat actors are rapidly adapting by diversifying
their tactics and exploring alternative means to
increase their chances of success

cccccc

disa

Skip the encryption; Adoption of Generative Al in social Increased targeting of cloud and

re you can download private files of companies that refused to cooperate
with us.

Part of the files is freely available. We offer the other part for sale.

it’s all about data theft engineering SaasS credentials
Single extortion returns with direct Accelerate creation of highly convincing Targeting exposed configuration

sale of victim’s data on leak sites deepfake and phishing campaigns files with secrets and API keys

Email Domain Password PasswordType " Source Source Type Posted Date

= |0
Significant increase in data sales Increase in fake SMS impersonation
Specifically leaked credentials that extend Going beyond PIl and credit data, and looking to steal
beyond the victim to their third parties valid credentials, sessions, and victim’s metadata

Source: PwWC Dark Lab, Threat Intelligence Monitoring Based on Proprietary Insights, Open Source Intelligence, and Dark Web Monitoring
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2024 Cyber Threats Overview with Identity as a twist
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October 2024
Cyberespionage
actor targets
property
developer

Root cause —
Malicious
resume upload
to HR system
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October 2024
Unknown
opportunistic
actor targets local
airline

Root cause —
Exploitation of
Public-Facing
Server

October 2024
Unknown threat
actor targets
research institute

Root cause —
Valid M365 / SSL
VPN credential

(Phishing)

October 2024
Black Basta
targets workplace
technology
provider

Root cause —
Initial Access
Broker

8 @ 2] [s] |@la]alls] |@lalls] |[@aalls] @@ alls] |@kdalls] |aldalls] |a@lalla][s]
January 2024 March 2024 April 2024 April 2024 June 2024 June 2024 June 2024 July 2024
Faust Unknown Unknown Unknown threat Multiple Unknown threat Unknown threat LockBit
ransomware cybercriminal cybercriminal actor targets local government actor targets actor targets local ransomware
targets education targets supply targets property utilities provider bodies tertiary education government targets shipping
institute chain company developer impersonated institution corporation victim
Root cause — to buy trust of
Root cause — Root cause — Root cause — SQL injection consumers Root cause — Root cause — Root cause —
Exploit Veeam Phishing Exposed AWS to facilitate Valid credential Distributed Denial Valid SSLVPN
Backup (CVE- access key insurance policy from Initial of Service credential
2023-27532) to renewal scam Access Broker (DDoS)
obtain stored (IAB)
credentials Root cause —
N/A
-—-—-—-—-—-—-—-—-—‘—-—-—-—-—-—-—-—-—-ﬁ

February 2024 April 2024 June 2024 May 2024 June 2024 June 2024 July 2024

RansomHouse LockBit Personal data Unknown threat Unknown Unknown threat Unknown threat

a.k.a. Mario ransomware from public-facing actor targets ransomware actor targets local actor targets local

ransomware targets local systems of government group targets retail organization retail organization

targets hospital multiple department healthcare victim

pharmaceutical organisations Root cause — Root cause —

company Root cause — sold on dark web Root cause — Root cause — Distributed Denial Distributed Denial

Valid SSLVPN Exploit SQL Exploit FortiOS of Service of Service

Root cause — credential from Root cause — injection (CVE-2024- (DDoS) (DDoS)

Poor cyber Initial Access Leakage of valid vulnerability to 21762) to recover

hygiene — Broker (IAB) credentials on obtain MSSQL valid SSLVPN

service exposure dark web account credentials

6EEs le@EE leREE leEEE leEEE 6B 6B [

B Impact

PwC

a Ransomware

Data Exfiltration

Denial of Service

Monetary Loss
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Summary of Lessons Learnt

Threat actors are more intentional and resourceful in their attacks,
focusing on abusing valid identities to bypass defenses

Dark Lab

February 2025
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Exploitation of CVEs are increasingly focused on Bl
obtaining valid identities and bypassing identity
security

RN in exploitation of

L:bgt:ir\:\g;h CVEs related to

i credentials I % stealing identity
4 r 1 in exploitation of

CVEs related to

Threat Actor Vulnerable Ransomware Ransomware bypassir(;g controls to
re identit
Web App deployed deployed AR IR
Exploit CVE to Persistence Victim data leaked or Most targeted technologies:
obtain encrypted Escalate privileges sold via leak site if fails
credentials stored to pay ransom ¢ SSLVPN
in Config database Lateral Movement F|rewa"
Mobile Device Management
Unintentionally exposed public cloud
assets/services
Source: PWC Dark Lab, 1 January 2023 to September Threat Intelligence Monitoring Based on Proprietary Insights, Open Source Intelligence . Unhardened 3 party hosting services
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http://thenounproject.com/term/deep-web/62765

The cybercriminal ecosystem is increasingly
intentional in their weaponization of identities

Log in using in infostealer
Co'rii‘)‘ir‘:]ge | infections against
_@ credentials ===y 1 /7y Hong Kong
— ﬁ 0 P
4 0o
in average price
Threat Actor BreachForums 0 Stolen data 0/0 per access sale
listed for sale A
on dark web
2023US$ 1583  2024US$ 4339

P
&

o
O

B

Exposed highest
. value
Login Portals listing
e.g., Citrix, Cisco, Global Protect... price
Source: PwWC Dark Lab, 1 January 2023 to 10 October 2024 Threat Intelligence Monitoring Based on Proprietary Insights, Open Source Intelligence,
and Dark Web Monitoring 2023USS$ 74.8K  2024US$ 1 MIL

Dark Lab
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http://thenounproject.com/term/deep-web/62765

The macro and micro shifts in the cyber threat
landscape have significantly contributed to the
increase in leaked credentials on the dark web

L B b e Hong kong Database *( personal informations)
by R-W-M-GROUP - Sunday September 22, 2024 at 02:00 PM

Hello BreachForums Community 2
Today, | am selling the Cisco breach that recently happened (6/10/2024) & ¥
2@ =

by@ (@w Energy z R-W-M-GROUP Im selling 13 million line of data hong kong

BreachForums Operative . ' | ' . ' | ' .

Telegram: @X_0x25
ADMINISTRATOR

== cISCO |=Al —

ESHE 25 Name, Gender,Birthday,Mobile, Tel
Joi FHAS, M, 19451221 85291876609, 852-9187660
» )
Res =8 ﬁﬁ £E FRIHE, M, 19590211, 85293452757, 852-23167718
Ei&_“ KE_E,“‘]E#_3 SOE % E, MEMBER #HERE, M, 19580112, 13652969301 , 852-92597629
BERHEMIS: http//www.hkexnewshk WE: &#39BXRSFI&#39, A 1R, &#39,BFR&#39; &3 tih&#39; &#39:Hh S-!-,g;-c r:." .’2’14.,’..1,.9.82.0,5.2.9:3,‘3-,5.3.:.21;1:222,'3.5..{?1%35

Ra#39; . . .
Chinese University - 1.3B revenue
by Sukob - Wednesday October 9, 2024 at 03:16 AM

- name - gender- phone number- date of birth

-date: 2023- 2024

meme $799.00

3 hours ago

W . : s
Selling access to a web server for a University
k. EERK BIERE: B Ghinese
Info:
At @ usDT-TRC20 BHE: a ) Ranked in top 60 universities in the world
uspr-erc20 @) ETH $1.3B revenue
BTC LREES: 12 ~50,000 students
Access is a subdomain with a vulnerable endpoint
Potential access to lots of student and bio med research data

_ Malware Connoisseur Price: $1500 negotiable serious offers only
Dark Lab

February 2025
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The use of infostealers has become more prevalent,
with these tools specifically designed to harvest
credentials from infected systems

N N N
4 (i _

DELIVERY COLLECTION CLEANUP

Phishing Delete logs to
Malicious ads R PaSSWerds remove traces
Fake software Cookics Anti-analysis

downloads " Credit card info

Compromised Browser history DARK WEB g

websites EXECUTION System info EXFILTRATION 4
Keylogging ...and then leaked or
Dropper installs infostealer > CrEeh capture e R R e B sold on the dark web
Establish persistence to attacker’s server
Source: PwC Dark Lab’s Proprietary Insights Da rk Lab

February 2025
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Adversary-in-the-Middle (A1ITM) phishing N
campaigns persist, impersonating trusted brands

Phishing Website Redirect
Victim visits phishing site and is

redirected to the official M365 login page.

® il
a— & <—>£4 A~

[ )
Victim Phishing Site Threat Actor Victim Mailbox Victim performs legitimate login with
Impersonated user MFA on the M365 portal. Threat actor
1 3 identity via internal captures credentials and token.
spear phishing emails
Persistence

4 Threat actor requests Primary Refresh
Token (PRT) to register own device
for Single Sign-On (SSO) to M365.

Official Microsoft Microsoft Other M365 Services Impact
Login Page OAuth Sensitive data collection Access and collect data from M365
and exfiltration services, and victim impersonation via

internal spear phishing.

Dark Lab

February 2025
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How can we prevent and detect these attacks?
We must focus on how to protect the identity!

(\\ ___pereventon  WEAWY  oemectron |

Dark Lab
February 2025



Our approach to tracking domains — how do they begin?

Domains take an important role in infrastructure used by cybercriminals and the like. Dark Lab asks the
guestion of: how do threat actors groom their domains?

TLDs

PwC

We start by tracking domains to their birth i.e. as they are registered, and
follow through their lifetime. As such, we surveyed publicly-available data
on generic TLDs, based on:

ccTLDs Raw DNS Records
Data Feeds

Newly Registered Domains

gTLDs WHOIS

Sponsored TLD
Unsponsored TLD Crowd-sourced Data

VirusTotal, URLScan, CriminallP, Shodan

Data from Dark Lab’s
Cyber Threat Operations

Dark Lab

February 2025
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Our approach to tracking domains — how do they begin?

We look historically at domains that are deemed suspicious or malicious.

Raw DNS Records

Data Feeds

Newly Registered Domains

WHOIS

Crowd-sourced Data
VirusTotal, URLScan, CriminallP, Shodan

Data from Dark Lab’s
Cyber Threat Operations

PwC

Domain
Similarity

DNS record

WHOIS

Website
Structure

Open-source
Intelligence

Approach and outcome

New domain name typo-squatting or resembling known
companies with intent to impersonate or deceive through phishing

|dentifying domains related to command-and-control infrastructure
via known malicious IP addresses or ranges

WHOIS record with questionable names, or email addresses from
open-source intelligence

Domain hosting a website that shows contents with clear
impersonation intent of a known website

Verdicts as submitted by the cyberseuciry community from crowd-
sourced intelligence platform e.g. VirusTotal, Urlhaus

Dark Lab

February 2025
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What insights did we glean from our study into newly

registered domains for 20 major gTLDs for a selected day in
January 20257

Number of Maliciou_s Domains Registered Under PhIShIng newly registered
Major 20 gTLDs . domains per day
750
604 — 36% Spam

1510]0) 447 — 26%
of the 70,000 newly
213450/— 21% il M alware registered domains

250 e

reported as malicious
I I 102 6% 5%
0 C2

top shop bond Xy. info  Remaining of newly registered
159gTLD malicious comprise of
Source: PWC Dark Lab, January 2025 Threat Intelligence Analysis on 20 major gTLDs for one day, using Open APT—reIated the top 5 gTLDs
Source Intelligence. 5 e
Remaining gTLDs include .online (87), .xin (60), .sbs (58), .click (42), .org (38), .net (38), .vip (29), .icu (24), aCtI\/ItIeS

.Site (21), .cyou (18), .pro (11), .store (9), .biz (7), .club (2), and .asia (2)

Dark Lab

February 2025
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Newly registered domains are typically deployed in SMS to redirect and deceive victims into providing sensitive
information (e.g., credentials, PII, etc.) by impersonating well-known organizations

Example of newly registered malicious domains

fFXMOP$1.00
STEESR: MO-240925-072315971

HEA

@ ¥ @[i&ff(%iﬁ?

BANK OF CHINA (HONG Ko

BEE—BURHDREENZH

b

e s v m e ER e

) TR 1R & 2B A% BREHBRERS CEEEREH CVV)
BRI IRITER P » B0t EE
ERES TR 2R ISR BR

FIBHA - BEULIEAIE SRR

BN

R, EFERFZHER: +852 3988 2888

2 EHHEM

BHNPIREF > MEBEFSFIER
2ETE 0 BR HiEHR - (FRATE BERM NERINE
7 IAEREERD: R —— - Impersonate BOC rewards portal to target Macau and HK

o EHHM » Trick victims to provide credit card info, OTP from credit
———— card and PIl, e.g., name, address email, phone number...

BREEA | MERE Dark Lab

February 2025
PwC 17



Example of newly registered malicious domains .., AR = |

SMS aside, newly registered domains are also used widely in emails to redirect and deceive victims into
providing sensitive information (e.g., credentials, PII, etc.) by impersonating well-known organizations

PwC

24 Feb 2023 at 19:13

BRENywWAPF: BNIRFED
RS REIH, BRIRGETED R
&, BEIS{FE

25 Feb 2023 at 18:09

MENywWRF: EBRRFED S
RS REIHE, BRIRILEESE
H, @SR

4 Mar 2023 at 11:0

yuu: fEHIIRE yuuFED SRS H
ZIHA, EBIRIGLERE, @HAG
1ERZ

Text Message « SMS
Sat, 2 Nov at 09:32

[(Z@TEEBHERRINETE—
ﬁiEU#li’}ﬁﬁBE’JﬁEEH—:EE’I i,
RERREBEEHE:

Sun, 17 Nov at 13:21

518171 BT REERINTTHL B ENA
H, AERAR, afEERS
5000 ST EI R R A TE MRS !

SecAl

mail[.Ineplal.1govl.Inp[.lonlinestatus[.llive

docum[.]store
51.89.9[.1145

hxxps: //mail.nepla.gov.np.onlinestatus].]live/MOfYcTyl

Goy

Check them out on SecAl Investigator:

i
I B

ALERT
https:/fvenlcel Jicu

C @ % umwacstionsportalics - S T

About Us Fraud Alert Vacation Department Benefit Claim Apply e

hing they need to know.

bsite. For more details please read our cookie policy. By
be used.

Dark Lab

February 2025
» Banking Accounts & products We T sing p s 18
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Example of newly registered malicious domains .., AR = |

Social media and instant messaging platforms have become a popular target for financial gain in recent years,
facilitated by low cost to register look-alike domains

WhatsApp TR
BF-S5T0R

EAT WhatsApp Web (48r) ELIRMITTAR

WhatsApp Web (##k) MITh{EFIEnd-to-End Encryption, E2EEIEEIA . R BRI A s EIMERUEERNE.

AT #—HARFRA PRI S |, WhatsApp{RIET 2FAZHEE | BRIR | BRT TSI | APERERA A RAPING BRI P | BOCORNT Kk ke,

82 Windows W THEBEKS , BEFEIMHIK WINDOWS ffiZ , BilEA WINDOWS 10 BRE &AL,

( WhatsAppRTUR )

Dark Lab

February 2025
PwC 19



Example of newly registered malicious domains e = A A

Threat actors leveraging infostealers (e.g., Lumma) or hosting C2 often register new domains to either distribute
the malware to unsuspecting users or to maintain persistence and communicate with their victim.

Challenged.com
Challenged.com
Challenged.com
Challenged.com
Challenged.com

Challenged.com

Community

Score

DETECTION DETAILS

Malware config detection ©

172.67.192.167
17267.192.167
172.67.192.167
17267.192.167
172.67.192.167
17267.192.167

ny

443

Lrwrittenuzy. zHyt

unwrittenuzy EiiEs
unwrittenuzy Sl
unwrittenuzy Eiee
unwrittenuzy Sl
unwrittenuzy EiiEs

51/72 security vendors flagged this file as malicious

08b0caBf336a894ad88a68640c0487b078402731f0b29db4as1af6382d58a8d0

peexe  overlay  imvalid-signature  assembly  checks-user-input

RELATIONS ASSOCIATIONS

BEHAVIOR

CONTENT

ri_ This file contains malware configuration that may be attributed to lummac (also known as lumma) family.

PwC

long-sleeps

HTTP Requests

- POST https://cultureddirtys Slayapi 200

DNS Resolutions

+ » @ cultureddirtys ST

IP Traffic

« @& TCP 104.21.90.4:443 (cultureddirtys. Slla
€ TCP172.67.150.129:443 (cultureddirtys. SHa0

2

C2IntelFeedsBot @drb ra - Dec 22, 2024
Cobalt Strike Server Found

C2: HTTPS @ 101[.1126[.121[.]1197-2087

C2 Server: api[.Jnbcbcheck[.]xyz,/index[.]Jhtml
Country: China (AS137718)

ASN: VOLCANO-ENGINE Beiji...

Host Header: api[.Jnbcbcheck] Jxyz

O n v thi 190

C2IntelFeedsBot @drb ra - Dec 19, 2024
Cobalt Strike Server Found

C2: HTTPS @ 111[.]229[.187[.]190:8344

C2 Server: sts[.ltencentopenapil.]xyz,/image/
Country: China (AS45090)

ASN: TENCENT-NET-AP Shenz...

Host Header: sts[.ltencentopenapil.Jxyz

#C2 #cobaltstrike

@) n Q thi 108
C2IntelFeedsBot @drb ra - Dec 18, 2024

Cobalt Strike Server Found

C2: HTTPS @ 148[.]135[.]77[.]1103:55555

C2 Server: www[.Imcirosoft[.Ixyz. /image/,mcirosoft].Ixyz./image/
Country: United States (AS35916)

ASN: MULTA-ASN1

Host Header: wwwl[.]bing[.]Jcom

#C2 Hcobaltstrike

Dark Lab

February 2025
20



Why might this be happening?

: Too Simple Registration Process,
“ Lack of Proactive Governance of gTLD “ Compounded by Low Cost

Per ICANN, registrars rely on the Very affordable to register domains at scale
community’s abuse report to identify and e
takedown malicious domains et

Domain Registration

A| measurable monitoring mechanism to flag

AL A There is a lack of a proactive, regular and
L@ A | suspicious domains in a timely manner

Domain Privacy *

This similar pain point extends to ccTLDs (1)

Limited WHOIS contact information required,
| with insufficient validation of registrant data
due to domain privacy

Dark Lab

February 2025
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We devised a proactive mechanism and are working with .top
to proof of concept it, before looking to scale out

Receive zone file from gTLD on regular basis | ~ l W!

Conduct technical analysis

. . DNS metrics,
focusing on objective, appearance look-alike,
observable metrics WHOIS, ...
Supplement with Reports of malicious
crowdsourced activities, crawling for
intelligence on guestionable keywords,
known-bads reviewing submissions on

well-known Tl platforms...
Reporting
Operationalize through

secure channel such
as Jira ITSM

~

Official collgf)ortion since 2024 Hack A Day to

strengthen Hong Kong’s cyberspace resilience
Takedown by gTLD or share with Source: https://www.pwchk.com/en/press-room/press-releases/pr-111124.html

law enforcement and potential victims Dark Lab

February 2025
PwC 22






.my and .pw domain related to Lumma stealer

Domain list - 10 Domains Detections () Registrar Created Last updated
Domain list - 8 Domains Associations () Detections () Registrar Created Last updated
pooreveningfuseor.pw
" 2024-02-14 2024-02-22
cooingshutwz.my . . 2784 ) 2024-12-01 2024-12-01 @ 104.21.47.153 172.67.148.219 v s % lummac +3 14/94 NICENIL... T — @
104.21,68.48 172,67.186.169 : 00:00:00 00:00:00 3 pr— ) e i
youngsweays.my 20241202 2024-12-00 politefrightenpowoa.pw c e - — PDRLL. 2023-12-04 2024-12-05
" o _ ph £ # lummac +2 - G
104.21.96.1 104.21.16.1 104.21.80.1 v s & lummac +2 18/94 - — % FE IO TG TRaeT Tl 20:16:21 00:32:28 D
dga
chincenterblandwka.pw 2023-12-21 2024-12-22
exchanwrysu.my vk ®  lummac +2 16/94 PDRLL... i o o
2024-12-02 2024-12-02 188.114.96.3 188.114.97.3 188.114.97.0 14:02:08 00:09:46 2
104.21.80.1 104.21.32.1 104.21.48.1 LLE <} & lummac +1 14/94 - Q
00:00:00 00:00:00 D
dga
sideindexfollowragelrew, 2023-12-30 2024-12-31
o Lo LS Y f lummac +3 16 /94 PDRLt... o
172.64.80.1 188.114.97.3 188.114.96.3 18:08:42 00:10:33 Y
lonylexpedn.my 2024-12-02 2024-12-02
UvoR £ lummac +2 13/94 - (e
188.114.97.0 188.114.96.0 188.114.97.7 00:00:00 00:00:00 ® ek
opposesicknessopw.pw 2023-12-04 2024-12-05
e 6 £ lummac +2 18/94 PDRLt... &
172.67.146.121 104.21.79.159 20:16:22 00:43:37 D
lettuchsy. 2024-12-01 2024-12-01
S LI ) £ lummac # B8/94 - @
172.67.188.28 104.21.7.245 00:00:00 00:00:00 D
recessionconceptjetwe.pw 2023-12-26 2024-12-27
P L v @ # lummac +2 17 /94 PDRLt... .
—— 172.67.187.94 104.21.64.188 17:45:22 00:09:43 o
placekeawe.my 2024-12-01 2024-12-01
LI ) £ lummac +2 6/94 - @
172,67.183.172 104.21.64.115 75.2.115.196 00:00:00 00:00:00 D
blastechohackopeower.pw 2023-12-26 2025-02-01
AL Y £ lummac +2 17/94 PDRLt... &
- . 188.114.96.9 188.114.97.0 188.114.96.7 17:45:22 00:45:42 D
ilyoveriw.m 2024-12-02 2024-12-02
y Y C @ £ lummac +2 14 /94 - @
104.21.112.1 10421.32.1 104.21.96.1 00:00:00 00:00:00 D
tollactionancestorw.pw 2023-12-30 2025-02-05
T @ £ lummac +2 14 /94 PDRLt... @
) 172.64.80.1 172.67.181.85 104.21.75.202 18:08:42 00:42:09 o
abrasigehs.my 2024-12-01 2024-12-01
v & £ lummac +2 13/94 - P
104.21.32.1 104.21.16.1 104.21.48.1 00:00:00 00:00:00 v
carstirgapcheatdeposwte.pw 2023-12-26 2025-02-01
A {# lummac +2 16/94 PDRLt... A
104.21.959 172.67.142.124 17:45:22 00:45:42 o
playerweighmailydailew.pw 2023-12-26 2024-01-26
v @ # lummac +2 16/94 PDRLL... e e G\
172.64.80.1 188.114.97.7 188.114.96.7 17:45:21 12:16:38 b

LJdAdIK LLdpD

PwC



" Lumma gI'LD

PwC

Domain list - 10 Domains

babberstalek.org
172.67.194.49 104.21.76.119

carrystuppeder.net
188.114.97.9 188.114.96.9 188.114.97.0

classyhelped.net
104.21.112.1 104.21.80.1 104.21.64.1

climepunneddus.com
172.67.185.92 104.21.88.148

flockefaccek.org
188.114.97.3 188.114.96.3 188.114.97.9

rebuildhurrte.com
104.21.25.12 172.67.221.141

beevasyeip.bond
172.67.205.24 104.21.15.29

broadecatez.bond
104.21.77.186 172.67.210.243 91.195.240.123

carfeuspitt.bond
104.21.65.106 172.67.145.35 91.195.240.123

ecofriendlyhometop.top
104.21.50.213 172.67.167.116 91.195.240.123

=

&

L

L

=

=

L2

=

L]

L2

Associations (1)

3

lummac

% lummac

% lummac

¢ lummac

p lummac

¢ lummac

b lummac

i lummac

b lummac

 lummac

+2

+2

+2

+2

+2

+2

+1

+1

+3

+1

Detections (©)

20/94

21/94

21/94

20/94

20/94

20/94

13/94

14/94

17/94

16/94

Registrar

Created

2025-01-24
00:00:00

2025-01-24
00:00:00

2025-01-24
00:00:00

2025-01-24
00:00:00

2025-01-24
00:00:00

2025-01-24
00:00:00

2025-01-19
00:00:00

2025-01-19
00:00:00

2025-01-19
00:00:00

2025-01-19
00:00:00

Last updated

2025-01-24
00:00:00

2025-01-25
00:00:00

2025-01-25
00:00:00

2025-01-24
00:00:00

2025-01-24
00:00:00

2025-01-24
00:00:00

2025-01-19
00:00:00

2025-01-19
00:00:00

2025-01-19
00:00:00

2025-01-19
00:00:00

&

@

&y

&y

Dark Lab
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