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The problem of not publishing DS
 A lot of domain names are already signed by DNSSEC,
 … but few users want (or can) push DS-records to 

parent zone
 Even if a zone is signed, it is not secure until the DS is 

published in the parent zone.
 The last mile for DNSSEC is the hardest



Automated obtaining DS from child
 All modern DNS servers (Bind, PowerDNS) support DS 

Automation via CDS/CDNSKEY records:

test.uz. IN CDS 61729 8 4 166708ca2a...55f8
 DNS authority publishes special record type (CDS and/or 

CDNKSEY) which stores the child DS/DNSKEY
 Key rollovers may also be automated
 Simple “revert to unsigned” process



Propagation process



...but there is a nuance
 Authority should have software to scan for new CDS 

records. It may require a huge amount of time and 
resources

 In some cases, it’s faster to deliver DS to parent using 
EPP/API

 Only 11 Registries support CDS scanning (by January, 
2025, https://github.com/oskar456/cds-updates/ )

https://github.com/oskar456/cds-updates/


What we did
 CDS-scanning script as a part of our core infrastructure (PHP+bash)
 We scan only domains which are “marked” by the Registrar as 

“DNSSEC-applicable”
 Scan all “DNSSEC-marked” domains once an hour
 Currently scanning only domain placed on CDS-supporting DNS servers 

(Cloudflare, deSEC etc)
 Semi-automated process: we manually check records that our system 

get from authorities
 Created free DNS parking system for Registrars which supports CDS-

publishing
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Number of DNSSEC-signed zones

 The number of signed domains started increasing at the end of 2024 
(start of DS automation deployment)

 ~0.1% of all domains signed (135 domains)
 ~30% of propagations over DS automation
 ~5000 domains on Cloudflare (~4% of all active domains), 

~340 of them are signed but DS not published
 One big Registrar in .UZ enabled CDS publishing on his DNS recently, 

so all his domain are automatically signed now



It is that simple
BIND:
dnssec-policy "custom" {
    keys {
        ksk key-directory lifetime unlimited algorithm 8;
        zsk key-directory lifetime unlimited algorithm 8;
    };
};

PowerDNS:
default-publish-cdnskey=1
default-publish-cds=2,4



Some sources
 Managing DS Records from the Parent via CDS/CDNSKEY, 

RFC 8078
 Automating DNSSEC Delegation Trust Maintenance, RFC 7344
 Automatic DNSSEC Bootstrapping Using Authenticated Signals 

from the Zone's Operator, RFC 9615
 SAC126 report on DNSSEC Delegation Signer (DS) Record 

Automation
 https://github.com/oskar456/cds-updates/ - the list of supporting 

Registries and Registrars


	DS Automation: .UZ Experience
	The problem of not publishing DS
	Automated obtaining DS from child
	Propagation process
	...but there is a nuance
	What we did
	Slide 7
	It is that simple
	Some sources

