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• To answer questions/validate 
beliefs

• To set a baseline from which we 
can track change/show results

• To demonstrate value
• To justify decisions
• To identify opportunities for 

improvement
• Advance our knowledge

Why Do We Measure
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• Launched December 2020.

• We curate Internet measurement data from trusted 
sources to help everyone gain deeper, data-driven 
insight into the Internet.

Trusted data from multiple sources: 

• Benefit: Helps to assess whether efforts to ensure 
that the Internet remains open, globally connected, 
secure, and trustworthy are working.

• Benefit: Allows policymakers, researchers, journalists, 
network operators, civil society groups, and others 
to better understand the health, availability, and 
evolution of the Internet.

pulse.internetsociety.org
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Pulse Data Partners 

• Data is provided by our trusted data partners
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A resilient Internet connection 
maintains an acceptable level 
of service despite faults and 
challenges to normal 
operation.

Resilience



The framework collates around 30 sets of public metric data that relate to four pillars of a 

resilient Internet:

The Internet Resiliency Index (IRI)

Methodology: https://pulse.internetsociety.org/wp-content/uploads/2023/07/Internet-Society-Pulse-IRI-
Methodology-July-2023-v2.0-Final-EN.pdf

Infrastructure

The existence and 

availability of 

physical 

infrastructure that 

provides Internet
connectivity.

Performance

The ability of the 

network to provide 

end-users with 

seamless and 

reliable access to 
Internet services.

Security

The ability of the 

network to resist 

intentional or 

unintentional 

disruptions through 

the adoption of 

security 

technologies and 
best practices.

Market Readiness

The ability of the 

market to self-

regulate and 

provide affordable 

prices to

end-users by 

maintaining a 

diverse and 
competitive market.

pulse.internetsociety.org/resilience

Environmental/ 
Disaster [TBC]

The infrastructure 

and energy 

redundancy in place 

to offset climate 

change and disaster 
scenarios.
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https://pulse.internetsociety.org/wp-content/uploads/2021/11/Internet-Society-Pulse-IRI-Methodology-October-2021-v1.0-Final-EN.pdf


Internet Resilience — Globally

https://pulse.internetsociety.org/resilience 7



Overall Internet Resilience — By Region
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Overall Internet Resilience — By Sub-Region
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Overall Internet Resilience — By Country
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Malaysia– Internet Resilience Index

https://pulse.internetsociety.org/resilience?search=my
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Malaysia– Internet Resilience Index
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https://pulse.internetsociety.org/resilience?search=my
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How can we better measure national 
cyber resilience based on the maturity of 

the DNS infrastructures supporting a 
country?



14

Data Sources and Analysis

We use data from multiple 
sources to measure the DNS 
maturity of:

• ccTLDs
• Top 1K sites per country 

under the designated ccTLD

We excluded IDN* ccTLDs
(e.g., .рф)
We implement a heuristic to 
filter our top lists

IANA Root Zone DB
•List of ccTLDs

IANA WHOIS
•Auth. NS records

NRO Delegation
•IP-to-prefix
•IP-to-RIR

CAIDA IP-to-AS

bgp.tools Anycatch
•Anycast prefix

getdns
•NS records
•A/AAAA records
•DS records

ipinfo Geolocation
•IP country geolocation

DomainTools
•Domain count per ccTLD

Mozilla PSL
•FQDN to PLD

Google CrUX Country 
Report
•Top sites by country

Top Sites per 
Country

Under country ccTLD
(e.g. *.de, *.nl)

Top 1K FQDN
(e.g. mail.kpn.nl, 

mijn.kpn.nl)

Unique Top PLD 
(kpn.nl)

Countries with at 
least 100 top domain 

names
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DNS Best Practice Metrics and Classification
Metric Description Minimum Value

Cr
iti

ca
l

nNSes Number of unique NS records 2
nIPv4 Number of unique IPv4 addresses for NSes 2
nIPv6 Number of unique IPv6 addresses for NSes 2
nPrefixes4 Number of unique IPv4 BGP prefixes for NSes 2
nPrefixes6 Number of unique IPv6 BGP prefixes for NSes 2
nASv4 Number of unique IPv4 ASes for NSes 2
nASv6 Number of unique IPv6 ASes for NSes 2
nGeoDiverseNSes Number of unique NS geolocations 2

Re
co

m
m

en
de

d nTLDs Number of unique TLDs for NS addresses 2
nRIRv4 Number of unique IPv4 RIR for NSes 2
nRIRv6 Number of unique IPv6 RIR for NSes 2
nAnycast4 Number of IPv4 Anycast server 1
nAnycast6 Number of IPv6 Anycast server 1

Based on Sommese, R. (2023). Everything in Its Right Place: Improving DNS resilience. https://research.utwente.nl/en/publications/everything-in-its-right-place-improving-dns-resilience

Minimum
Value

2x Minimum
Value

Bad Good Better

https://research.utwente.nl/en/publications/everything-in-its-right-place-improving-dns-resilience
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DNS maturity of ccTLDs

Most ccTLDs have implemented 
redundancy strategy
(see nNSes, nIPv4&6, nASv4&6)
Regarding diversity strategy, only in the 
IP geolocations (nGeoDiverseNSes) but 
not in the name server TLD (nTLDs), 
i.e., they use name server addresses from 
the same TLD 
(e.g., ns1.abc.com, ns2.def.com)
Adoption of Anycast for name servers 
remains limited, i.e., <80%
(see nAnycast4&6)
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Top 20 ccTLDs by DNS Maturity

Only a few ccTLDs from countries in 
Europe (IS, PT, CY, FI) and 
North America (PA, GT) 
despite the advanced economic 
development of these regions.
In contrast, 
African (MW, TZ, CI, UG, DZ, MU) and 
Asian (TH, TW, PS, AM, LB) ccTLDs 
show a stronger presence.
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Bottom 20 ccTLDs by DNS Maturity

Among ccTLDs with the least DNS 
maturity, BQ and EH remain 
unassigned to their designated 
countries, Caribbean Netherlands and 
Western Sahara, due to territory 
dispute.
Internet access limitation for North 
Korean citizens might cause its ccTLD 
(KP) low DNS maturity.
Adoption of more recent 
technologies such as Anycast and 
IPv6 are the lowest among these 
ccTLDs.
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DNS Maturity in APAC

Most mature ccTLDs are:
• Thailand (TH)
• Taiwan (TW)
• Hong Kong (HK)
• Singapore (SG)
• American Samoa (AS)

Least mature ccTLDs:
• Myanmar (MM)
• Maldives (MV)
• North Korea (KP)
• French Polynesia (PF)
• Cook Island (CK)
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Who is using DNS Anycast?

• Most of the ccTLDs in APAC 
except CN, KR, KP, and PG, 
where no Anycast_v4 was found

• Only 1 Anycast_v4 address was 
found for:

• BT
• BD
• KH
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Geodiversity?
Geodiversity: the DNS name 
servers are outside of the ccTLDs
country
Non-geodiverse ccTLDs

• China (CN)
• South Korea (KR)
• North Korea (KP)
• Laos (LA)

PH has 5 geodiverse NS
TH has 6 geodiverse NS
IN has 2 geodiverse NS
AU has 3 geodiverse NS
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Risk level of ccTLDs in APAC

• We introduced domain count data 
from DomainTools to estimate the 
potential impact of DNS disruption of 
ccTLDs

• The more domain names under a 
ccTLD, the larger the impact e.g., if 
DNS of .de is down, ~17 millions 
domain names will be inaccessible

• ccTLDs with many domain names but 
less mature DNS are at a higher risk

• With aggregate the metrics into a 
single maturity score per ccTLD, 
where: 
• Good = +1 
• Better = +2
• Bad = -1

https://public.flourish.studio/visualisation/19941521/



23

We all have a role to play
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Addressing Redundancy and Diversity
• Implement geographic diversity for DNS servers to avoid regional failures impacting the entire domain.
• Ensure the use of multiple, independent providers for DNS services to mitigate the risk of single-provider 

outages.
• Regularly test the failover mechanisms to validate that redundancy and diversity operate as expected.

Mitigating Risk for High-Vulnerability ccTLDs
• Conduct regular risk assessments and prioritize strengthening critical weak points (e.g., physical 

infrastructure, DNSSEC deployment).
• Join collaborative initiatives or partnerships (such as shared backup networks) to pool resources and 

expertise.
• Deploy additional Anycast networks to improve the availability and resilience of DNS services.

Increasing Maturity to Reduce Outage Risks
• Implement best practices such as the use of DNSSEC, regular zone signing, and routine audits.
• Invest in training and development to improve operational expertise.
• Participate in global capacity-building initiatives like ICANN’s training programs or similar community-led 

efforts.

Recommendations



Subscribe, Review, Contribute
Subscribe to the Pulse 
newsletter

Review the Pulse IRI 
methodology

Contribute to Pulse
pulse@isoc.org
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Robbie Mitchell
mitchell@isoc.org

Thank you
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