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DNSSEC deployment process at TLD level



DNSSEC deployment in Vietnam
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DNSSEC Monitoring purpose at TLD Level

• DNSSEC is complicated technology and is prone to errors!

• At TLDs level, DNSSEC problems have a HUGE IMPACT

• DNSSEC debugger tools take effect only on specific domain 
names.

• DNSSEC monitoring purpose at TLDs level:
• Pre-verifying signed zone and domain name 

• Early detect the problem before CRISIS happened

• Support DNS operators to fix the problem



Verify DS/DNSKEY before uploading to TLD zone files

• Steps:
• Required: manage both key data and ds data via EPP.

• Look up DNSKEY record (KSK) on child zone.

• Compare key value and parameter between DNS record and 
Domain name Information

• Upload valid DS record to TLD zone files automatically.

• Benefit:
• DNSSEC-enabled domain name will work correctly after DS record is 

upload to TLD zone files.



DNSSEC monitoring process

• Scan TLDs zone files for records that have signature (RRSIG): A, 
AAAA, SOA, DNSKEY, NSEC3PARAM, NSEC3.

• SCAN TLDs zone files for RRSIG of these records.

• Verify RRSIG via DNSKEY.

• Detect problems:
• RRSIG is missing

• RRSIG is in-valid

• DNSKEY and DS not match

• …

• Alarm, monitoring dashboard
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