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" WSEC deployment process at TLD level

Signing Verification i E i
S SOA X DNSSEC NS SOA MX .
Hash

function 101100110101 RRSIG RRSIG RRSIG MSEC3

MSEC3

Hash BARAM
Encrypt hash Digitally signed data A AAAA CMNAME A AAAA CNAME .
using signer's
private key / \

mO — r
— 111101101110

Signature

RRSIG RR5IG RRSIG DMNSKEY

V&)
> DNSKEY root™ .|

[ ]
"," 111101101110
Certificate Signature Data Decrypt
g ) using signer's DNSSEC.vn
- public key
“a
mO

Attach 2
to data .
101100110101 101100110101

Hash Hash M ™ UR DNS Caching .VN Tog»l‘eivvel\Pwi server
, dih (Resolver) (Registry: VNNIC)
S ‘ \ :

>

S
y

| DNSKEY .vn -
‘I " DS example.vn 4‘

If the hashes are equal, the signature is valid. g D
9 v ' T\ DNSKEY example.vn s

.VN Second level DNS server
e . (Registrar, DNS Hosting Provider, DNS Owner
Digitally signed data PAVN, FPT, MATBAO, VDC/VNPT....)

~

2 VIYNIC

oo’ Intemnet for all https://vnnic.vn




. % DNSSEC deployment in Vietnam
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ISSEC Monitoring purpose at TLD Level

« DNSSEC is complicated technology and is prone to errors!
« At TLDs level, DNSSEC problems have a HUGE IMPACT

« DNSSEC debugger tools take effect only on specific domain
names.

« DNSSEC monitoring purpose at TLDs level:
* Pre-verifying signed zone and domain name
 Early detect the problem before CRISIS happened
« Support DNS operators to fix the problem
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y DS/DNSKEY before uploading to TLD zone files

* Steps:
« Required: manage both key data and ds data via EPP.
* Look up DNSKEY record (KSK) on child zone.

« Compare key value and parameter between DNS record and
Domain name Information

 Upload valid DS record to TLD zone files automatically.

e Benefit:

« DNSSEC-enabled domain name will work correctly after DS record is
upload to TLD zone files.
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% DNSSEC monitoring process

« Scan TLDs zone files for records that have signature (RRSIG): A,
AAAA, SOA, DNSKEY, NSEC3PARAM, NSEC3.

« SCAN TLDs zone files for RRSIG of these records.
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