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Internet domain abuse

* Fraudulent and deceptive use of domains to mislead users

e Impersonation of individuals, organizations, or brands

* Use of domains to compromise sensitive user data or credentials
* Use of domains to distribute harmful or unauthorized software

e Other similar forms of online abuse
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Activity upon receiving a report of domain abuse:

* Reviewing the report— assessing the submitted information, stated facts,
provided evidence, and any additional details relevant to determining the
existence of abuse on a reported internet domain.

* Review of the disputed domain and registrant activity — examining the
reported domain and available registrant data from internal records or other
sources to determine whether abuse has occurred or whether there is a
reasonable suspicion of abuse.

e Additional verification — when necessary, requesting further information
from the reporter and the authorized registrar with which the domain is
registered in order to decide on further actions.
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Collaboration and case resolution

e Cooperation with the authorized registrar — to obtain accurate and
up-to-date information about the registrant, clarify relevant registration
details, and support efforts to resolve the reported case in an efficient and
timely manner.

e Cooperation with authorities — to perform additional verification,
exchange relevant information, and assess whether the identified abuse
poses a serious risk requiring further measures, including possible
suspension of the domain.
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Domain abuse cases 2025

Total number of abuse cases Cases that aren’t resolved
465 465 0

Cases resolved in less then 10 Cases resolved in more then 10 Avreage resolution time in
days days days

4 — ~

Amount of false positive reports _
Reports received via:

313 93 41 18
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Most common types of domain abuse

* Phishing — using domains to impersonate trusted entities and trick users
into revealing sensitive information.

e Malware — distributing harmful software through compromised or deceptive
domains.

e Scams / lllegal Content — hosting fake online stores, engaging in
fraudulent schemes or other unlawful activities.

e Other fraudulent activities— using domains to mislead users or conduct
other forms of deception.
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Types of abuse
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Number of abuse by month in 2025
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