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Why KYC Is No Longer Enough?

Technology has changed attacker behaviour; but KYC hasn’t.

•Yet KYC today is:
•Static
•One-time
•Document-centric

•Bad actors pass KYC once
•then abuse domains for years



Why ccTLDs Are Uniquely Positioned?

 ccTLD registries have
visibility into
 Full domain lifecycle
 Registrar behaviour
 Registrant behaviour
 DNS & infrastructure changes
 Social Internet signals (public,

lawful)

ccTLDs are no longer just operators; they are national trust observatories.



Limits of Traditional KYC

BLIND SPOTS

 Identity ≠ Intent
 Documents ≠ Behaviour
 Static checks ≠ Dynamic risk

TRADITIONAL KYC

 NIC / Passport
 Company registration
 Address verification
 One-time onboarding

A passport verifies a person. A behavior reveals intent.



What is Behavioural KYC?

BEHAVIOURAL KYC

 Machine Learning
 Pattern detection
 Intent Detection

SIGNALS
 Registration velocity
 Record change frequency
 Irregular payment behaviour
 Search Frequency
 Account maturity & consistency

 Cross-platform identity coherence
 Network & interaction patterns
 Temporal & automation signals
 Campaign coordination metadata
 Reputation & enforcement history
 Alignment with domain lifecycle

 Social Network Analysis
 Risk Influence
 Trust Score



KYC Within Data Protection

 Behavioural ≠ surveillance
 Uses registry native +

public signals
 Privacy preserving:

 Risk scoring
 Pattern detection
 No content inspection



 Trust & reputation scoring for
domains

 Registrar risk intelligence
 National abuse early-warning

systems
 Digital identity & authentication

signals
 Safe onboarding for SMEs &

startups

Beyond Domains: ccTLD’s Digital Roles

ccTLDs can become trust infrastructure, not just DNS infrastructure.
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