b NETBEACON
NO s

DNS Abuse Detection &
NeTelelgilple

APTLD89 AGHDLAaDaANDAANE 1A

Rowena Schoo, Director, Policies and Programs 332 232 TR



NETBEACON
n INSTITUTE

{ Messages

UGH.

e Someone should really do
something about this..

You should totally login
to your real bank here at
very-secure-login-bank.tld

e How do I report it?
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The NetBeacon Institute

Created in 2021 by Public Interest Registry (.ORG) in service of its
nonprofit mission

e An initiative within PIR, with functional separation from the
reqistry

e Non commercial: all services are completely free and always
will be

e Education, Collaboration, Innovation

Vision: A Safer Internet for Everyone



e DNS Abuse campaigns
can happen at scale &
span multiple
TLDs/registrars

Challenges: Threat feeds are noisy,
typically don’t contain

DNS Abuse Detection and .
evidence

Reporting

Reports received by
industry are often
insufficient
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NetBeacon MAP NetBeacon Reporter
Disrupt

v

Understand

Academically rigorous Thank you to Clean DNS for
measurement of the use donating the initial

of the DNS for phishing
and malware.

development

A 4

Dashboards ﬂb NETBEACDN

Monthly Analysis

Thank you to KOR Labs, our

research partner



https://netbeacon.org/introducing-netbeacon-map-individual-dashboards-version-2-0-0/
https://netbeacon.org/map-analytics/map-monthly-analysis/
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NetBeacon Reporter™

Our centralized DNS Abuse reporting service to simplify
and improve adbuse reporting

Provides a single, simple interface for abuse reporters

Provides consistent, evidenced, actionable abuse
reports to registrars, registries, web hosts and CDNs.

Flexibility in reporting and receiving: API, email, XARF

ccTLDs can integrate via abuse email or API
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Winter Fuel Example: August 2025
2227 35 Multiple source

Unigue Domains | TLDs feeds
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NetBeacon Reporter

e ~20,000 reports a month
e > 200,000 reports YTD
e Reports to:

O

O

O

Service providers
Web hosts / CDNs
Registrars
Registries
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NetBeacon Reporter: cCcTLD

Region ccTLDs

Africa cv, tz, za

Asia/Australia am, au, jp, nu, nz, pw, to, tw, vn, &
[Pacific B, a8

ac, ai, at, be, ch, de, eu, gg, io, je, Ii,

Europe
P nl, pl, ruy, se, sh, uk

Latin America/
Caribbean

North America as, ca, pr, us

br, cl, co
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11

17
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It's not a competition, but..
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rowena@netbeacon.org

Thank you! We also have free

to
/ benchmark performance
on abuse!



https://netbeacon.org/introducing-netbeacon-map-individual-dashboards-version-2-0-0/

