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Evidence-First DNS Abuse Mitigation
Enhancing security through data-driven DNS protection

Alan Woods, Chief Legal & Policy Officer, CleanDNS



The Challenge: Volume, Noise, and Harms

Rising DNS Abuse Threats

Online Abuse continues to grow. All operators from Platforms to Infrastructure 

providers have a role to play – for us we focus on phishing, pharming, malware, 

botnets, and spam as a delivery mechanism

Data Overload and Noise

A recent (and rather retrograde) step is equating data sharing with data dumps – 

creation of data lakes. Drowning in data help nobody. Operators face overwhelming 

data noise and duplication, making triage the main bottleneck rather than actual 

detection and real impact .

Exploitation of Response Delays

Malicious actors exploit coordination gaps and slow escalation causing increased 

victimization.

CleanDNS Methodology

CleanDNS uses evidence-first processing, API automation, and standardized 

escalation for rapid, fair responses.
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Eliminating the False Trade-Off

Balancing Speed and Due Process

Speed and due process in DNS abuse handling are not mutually 

exclusive but complementary. Requires proper care & design.

Structured Validation and Auditability

Automation with structured validation and auditability ensures 

legitimacy and reduces arbitrary enforcement risks.

Transparent Oversight and Appeals

Transparent outcome codes and appeal pathways enable 

oversight and correction, reinforcing accountability.

Efficient and Accountable Mitigation

API-based mitigation enables near-real-time action on clear cases 

while protecting legitimate users.



Evidenced Indicators vs. Data Dumps

Limitations of Data Dumps

Traditional data dumps are unstructured and often inconsistent, 

causing duplicated triage work and low data quality.

Evidenced Indicator Model

Sharing evidenced, normalized indicators with underlying justification 

enables more accurate and efficient decision making.

Improved Interoperability

Common schemas and mutual feedback loops enhance collaboration 

among registrars, registries, hosts, and CERTs.

Unified Semantics Advantage

Unified semantics focus on quality over volume, enabling scalable 

multi-party collaboration for DNS abuse mitigation.
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Thresholds, Tiering, and Accountability

Impact of False Positives

False positives cause operational inefficiencies and due-process risks, undermining 

stakeholder trust. A report of abuse is not a confirmation of abuse

Appropriate Action, by the Appropriate Party

The Registry or Registrar is not always the most appropriate party – and burdens need to 

be fairly allocated. Disruption is a worthy goal, mitigation is a full stack problem   

Evidence Thresholds

Explicit evidence thresholds (without revealing them to bad guys!) ensure anti-abuse 

actions are supported by corroborated and explainable data. 

Screenshots vs Scoring Models

The Screenshot is always a strong piece of evidence, but we need to embrace weighted 

scoring models and automated mitigation. 

Audit & Accountability Mechanisms

To balance risk and due process consideration, strong audit logs, appeals and reversal 

processes, and documentation maintain transparency and challengeability of decisions.

ALL GAPS WHICH CLEANDNS STRIVES TO CLOSE ! 
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The Operational Pipeline
Actionable Evidence from Noise 

Intake and Deduplication

Intakes must capture reports from structured sources, but focus on deduplication to removes 
redundant data, validation at scale, and verification to streamline analysis. Not all reports are 
equal! 

Enrichment with Contextual Intelligence

Enrichment adds WHOIS data, historic patterns, and reporter credibility to provide detailed 
evidence for each report.

Tiering and Scoring

CleanDNS uses AI and M/L to help Tier reports, immediately upon receipt. The intention is to 
classify cases by confidence, enabling automated action or human review as needed. CleanDNS 
automated actions result in a .00002% successful appeal rate.

Removing Barriers to Action and Feedback Loop

Action executes mitigation via APIs and feedback communicates outcomes, closing the loop and 
improving coordination.



Practical Implementation Roadmap

Adopt Action and Status APIs

Using action and status APIs accelerates automation, reducing response latency 

effectively.

Implement Evidence Thresholds

Evidence thresholds and tiering minimize false positives while maintaining due 

process integrity.

Enhance Data Sharing Quality Not Just Quantity

Switching to evidenced indicator exchange improves signal quality and 

interoperability among stakeholders.

Embrace Evidence Based Scoring 

Clear and convincing evidence standards should be the norm, even where individual 

elements are not individually enough, a well-presented case when read together, 

should ground swift and decisive action. 
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