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( LK LK DOMAIN REGISTRY
Who We Are ® Your Sri Lankan Identity in Cyberspace

e | K Domain Registry, the pioneer in Sri Lanka's internet journey, driving digital
growth for over 3 decades, was established in 1990 @ LK )
e Sole administrator for Sri Lanka's official country code top-level domain (.lk)

¢ 2 IDNs - .@oz and .@)6VrIEm S LK DOMAIN

e Actively contribute to developing and improving the internet infrastructure R E G | ST RY

across the nation.
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D NS Abuse LK Your Sri Lankan Identity in Cyberspace

Attacks on the DNS System Misuse of DNS for Online Crimes
(Abuse of the DNS) (Abuse via the DNS)

e DDoS against DNS servers e Phishing domains

e DNS cache poisoning e Malware distribution domains

e Unauthorized DNS record changes e Botnet command-and-control domains

e Name server or registrar hijacking e Fast-flux and short-lived domains

[IMPACT/ [IMPACT]

e DNS resolution failures e User compromise and fraud

e Website and email outages e Data theft and financial loss

e Redirection of user traffic e Damage to brand and national internet trust

e Loss of trust in critical internet services
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D NS Abuse Landsca pe 'LK Your Sri Lankan Identity in Cyberspace

Attacks on the DNS System (Abuse of the DNS)

e DNS infrastructure is managed by registries and registrars
e Standard security measures are applied to protect the infrastructure
o DDoS mitigation systems -

...
. Nt

O St.rlct acc.ess.c.ontrols S Internet
o High-availability DNS servers (e.g., Anycast) 2

Protected
: o DNS
o Continuous monitoring Infrastructure
O
Blocked

Misuse of DNS for Online Crimes (Abuse via the DNS)

o Attacks change rapidly, making them hard to predict
o Responsibility usually lies with the domain registrant
e Weak security or mistakes make domains vulnerable
e Domains can be hijacked for phishing, malware, spam, or fraud

Compromised
Website
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LK Your Sri Lankan Identity in Cyberspace

No unified global standards

Different definitions and handling practices across regions and
organizations

| Limited data sharing
Privacy rules, trust issues and technical barriers reduce
Gaps and . visibility

Cha"enges in “__ False positives and overblocking

Legitimate domains may be affected if detection is too aggressive

DNS Abuse |
Detection ._* Jurisdictional and legal constraints

Different laws slow down investigation and enforcement

Resource and skill gaps
Not all organizations have trained staff or proper tools

Balancing automation and human judgment
Automation helps scale detection, but human review remains essential
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MInImIZIng DNS Abuse LK Your Sri Lankan Identity in Cyberspace

Creating an unified global standard

e Define basic requirements for abuse detection and response
o Use a common abuse reporting format with clear evidence
e Respond within agreed timeframes once abuse is confirmed

Improving Trusted Data Sharing

o Establish trusted notifier channels between registries, registrars, CERTs, and SOCs
e Share only the necessary and relevant indicators

DNS Abuse

Sl &

Exchange confirmed
abuse
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Proactive Measures by LK Domain Registry - 1 . LK) Your St Lankan Identity in Cyberspace

iQ Abuse Manager Dashboard

e 16 Threat Intel Data feeds
e 11 Categories (Phishing, Malware, SPAM, Risk Alert, etc.)

VI"I ABUSE MANAGER Dashboard Cases  Statistics  Threatinteligence  ReportSharing  Settings () (

Dashboard for Domain LK Q search cose by Domain Name

Resolution Status '_3“ ses by Category
~ Based on O

1 on unactioned and open cases

Closed Cases by Resolution Status

= Auto Close Source 60 . Phishing 58.0%
= Inconclusive 48 . Spam 24.0%
38
. Risk Alert 16.0%
= Auto Close Days 37

. Uncategorised 2.0%




LK DOMAIN REGISTRY
ra mewor Your Sri Lankan Identity in Cyberspace
(.LK

Username (L)

Open Source Intelligence (OSINT) crannaens O

Domain Name ()
IP & MAC Address ()
Images / Videos / Docs ()

e OSINT uses information that is publicly Social Networks ©

Instant Messaging ()

ava i Ia b I e People Search Engines ()

Dating O
Telephone Numbers ()

e Data is collected from sources such as Public Records O

Business Records ()

websites, DNS records and public reports W /it

Search Engines ({)

e The goal is to understand threats and T Framewok O ®
o« o Language Translation () O Secﬁfl_al )
support better decisions T—- Prishing O O nitps:/iopenphish com/feed.txt
Mobile Emulation ) 10C Tools ) g E:z:::;;
. . . . Terrorism ) TTPs ()
o Widely used for security monitoring and DaricWeb O O 1BM X-Force Exchange
. . . Digital Currency () () Malware Information Sharing Platform
| nvest|gat| ons Classifieds () () Malware Patrol
Encoding / Decoding () () AlienVault OTX
Toals ) () FireHOL IP Lists
Al Tools () () Maltiverse
Malicious File Analysis () () Malpedia
Exploits & Advisories () () Project Honey Pot
Threat Intelligence () () cymon Open Threat Intelligence
OpSec () () misecproject / combine
. Documentation / Evidence Capture () () hostintel - keithjjones Github
Training () {_) massive-octo-spice - csirtgadgets Github
osintframework.com Jomes

() Bot Scout

(O) Blueliv Threat Exchange (R)

() APTnotes

(O HoneyDB

() Pulsedive
O Mr.Looquer |OC Feed - 1st Dual Stack Threat Feed
() REScure Cyber Threat Intelligence Project



https://osintframework.com/
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Proactive Measures by LK Domain Registry-2 LK) our i contan ey ncoprsoc

Policy & Governance Measures

»  Verification and On-boarding

> Require email and phone number verification at registration
> Documents (NIC, BR, etc.) may be requested only when clarification is needed

Bulk Registration and APl Controls
> Limit access to domain registration APIs to properly verified users

Abuse Reporting and Takedown
> Engage with third-party abuse reporting services
> |mproved responsiveness to abuse complaints

Global Alighment

> Complying with ICANN INFERMAL Project findings
>  Adopting best practices to reduce abusive registrations
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Response to a Abuse Notice —

Send packages Revi ve packets Revive & packats

DHL Tracking.

Detect suspicious .k domain

.’

Perform manual verification GARAGE FUR SIE PAKETE

GARAGE FUR SIE PAKETE AN.

I MIT DHL GEHT DAS.

Notify the domain owner / relevant
customer

’

Give the customer 3 days to resolve

¥ ¥

Any abuse queries...
Customer confirms If no response or if it is unable to - :
resolution; 31 resolve within 3 days; hostmaster@domains.lk
Re-evaluate Temporary domain take-down

’ ’

° MNeed more help? Chat now or call 1-800-MY-APPLE.
Close the issue
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Towards a Stronger and Secure .lk Namespace (LK) S o e e

> Monthly and annual website evaluation competition

> Aim to strengthen websites under the .k namespace

> Evaluate websites across key areas:

e Security

e Technical

e Performance
e Design

e Content

> Give domain owners a chance to review and improve their websites
> Help websites stay resilient against modern cyber threats

> Encourage domain owners to move from good to great
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