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The NetBeacon Institute

Created in 2021 by Public Interest Registry (.ORG) in service of its nonprofit
mission (formerly: The DNS Abuse Institute)

Functionally separate from the operation of the registry

Graeme: Executive Director - 12 years of DNS industry experience, 4 years
as Chair of the Registrar Stakeholder Group

Everything we do is FREE

Mission: Reduce DNS Abuse.
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Why is this Important for ccTLDs?

gTLD changes may make ccTLDs more attractive for
criminals

Changes in technology make targeting smaller
audiences cheaper and more effective

Regulatory context is changing

Registrars want homogeneity
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What is DNS Abuse?
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Why do we use the term DNS Abuse?

Every single person new to the discussion disagrees with both the
name and the definition

Term - largely a settled term-of-art. No one is enamoured with it.
Definition - largely settled within ICANN community

Agreement that there is work to do on the current definition, and we
can argue about the gray areas later

Gets to the core of what is typically appropriately mitigated at the
DNS level
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What is DNS Abuse?

“DNS Abuse means malware, botnets, phishing, pharming, and
spam (when spam is used as a delivery mechanism for any of
the other four types of DNS Abuse) as these terms are defined in
Section 2.1 of the Security and Stability Advisory Committee Report
on an Interoperable Approach to Addressing Abuse Handling in
the DNS (SAC 115)"

Advisory: Compliance With DNS Abuse Obligations in the Registrar
Accreditation Agreement and the Reqistry Agreement



https://itp.cdn.icann.org/en/files/registry-agreement/draft-icann-advisory-dns-abuse-amendments-25-05-2023-en.pdf
https://itp.cdn.icann.org/en/files/registry-agreement/draft-icann-advisory-dns-abuse-amendments-25-05-2023-en.pdf

Two Flavours:

Malicious registrations

A domain registered for
malicious purposes (i.e, to
carry out DNS Abuse).
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Compromised websites

A benign domain name that
has been compromised at the
welbsite, hosting, or DNS level.
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Extremely important distinction

e Impacts mitigation and the assessment of collateral
damage.

e Typically, compromised websites are not appropriately
mitigated at the DNS level, they require a referral to the
hosting provider or engagement with the registrant to
close the vulnerability (~ 30% phishing, ~70% malware).

e Related to wider public policy cybersecurity hygiene.
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Why phishing, malware, botnets,
pharming, (and Spam)?

e In short: they are usually* appropriately addressed at

the domain name level

o Use a domain name

o The harm is visible to a registrar

o The harm is comprehensible to a registrar
o Collateral damage is limited

10
*Note: compromised websites
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Appropriate Mitigation

Mitigation technigues ought to be:

Effective — the harm is mitigated

Quick — the mitigation can be implemented with due speed

Simple - the harm can be mitigated without involving multiple layers,
players, or technologies

Precise* — there is a minimum of collateral damage

Proportional* — the effort and scope of the mitigation is commensurate
with the harm

Cost effective — the cost of mitigation should be commensurate with the
the harm

Necessary — other mechanisms for mitigation are not available

1


https://dnsabuseinstitute.org/dns-abuse-definition-attributes-of-mitigation/
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DNS Abuse Examples




Phishing

Deception in identity

Attempt to capture sensitive
information

Emails, SMS, messages, website*
Malicious: Login-payppal-service.tld

*Smishing can also be included
depending on if it involves a domain
name

n
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Phishing with a
Mmalicious
domain

royalbkalerts|.]Jcom

13:56

<« @ (867) 988-4034

(867) 988-4034

RBC
Important Message from RoyalBank, Please
visit:

https:/royalbkalerts.com/ 31m

@ Unsecured SMS
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Your account are currently suspended.

Royal Bank
RBC

Your account has been suspended.

We have detected unusual activity on your account
starting with 4519 Q¥** **i* »wx

For your protection, we have temporarily placed your
account on hold and any pending payments or
deposits on hold as well.

Your account will remain on hold until we are able to
confirm that you are the authorized owner of the
payment method used in the recent transaction.

To restore access to your account, sign in and follow
the on-screen instructions.

Once you have provided the required information, we will review
it and respond within 24 hours.

We are sorry for any inconvenience this may have caused.
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Phishing with a
compromised
website

https://coolsprings.luisbarbers.TLD/dbs/sg/SG22/
Phishing at URL, not at domain root

Benign content at domain

Real business

Ay
(IS BARTER

—— CLASSIC BARBERSHOP ——

Please Choose Your Location

C’EST VOUS B sogETE
L’AVENIR B CENERALE

Connexion - Espace client

Saisissez votre code client

® nor Se souvenirde moi (i

ACON

UTE
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DNS Abuse: Malware

Malicious software that
may:

e Steal credentials . geek47.tld
e Join device to a botnet
e Install ransomware*

Distributed via deceptive

domains, compromised
websites, and email pcsupport.tid

16



DNS Abuse: Bothets

e Insecure, hacked computers or

loT devices

e Used for Spam, Malware, DDos
etc.

e Domains used for “command . N
and control”

PC

e Domain Generation Algorithms

e Currently rare to see abuse
reports for botnets using
domains.

" Botnet’

PC

PC

PCc

PC

n
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»  Malware
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DNS Abuse: Pharming

Malware + Phishing

Local DNS hijack or DNS poisoning
Redirects user to phishing/malware site
Almost never reported (like, never ever)
Limited visibility and action at DNS

n
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DNS Abuse: Spam*

*Included only where it's being used for
preceding harms

RRRRR

eeeeee

Aside: reporting DNS Abuse that only involves —
email is hard. s

eeeeeeeeeee

e |t's VERY easy to fake who sent an email =

e Email headers and/or source are required o

e Sharing headers is beyond most people,and ==
getting harder to do over time =

19
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Time to be Identify Abuse!

...................
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Phishing Test #1

https://nutribiocorp.com/wp-includes/paypal/paypal/login/update.account-
PayPal/account-has-been-limited/logins.htmi

e Deception? B Poyrar
e Attempt to gather
credentials?

e Where is the ‘_
abuse? P

e Suspend, refer, or
neither?




Phishing Test #2
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URL: https://securecgdapp-net|.Jcom/cgd/login.php/

Deception?

Attempt to gather credentials?

Where is the abuse?
Suspend, refer,
or neither?

§

Bem-vindo(a) a Caixa

Login

niimero de telemével.

a)

ara verificar a sua conta da Caixa, introduza o seu n° de contrato, seguido com o seu cédigo de acesso e

IN° de contrato
|Cédigo de Acesso—,

IN° de telemével —,
Nome_—,

INif—
Esqueceu-se do cédigo?

Entrar |

Ainda ndo sou cliente
l#. © 2024 CGD - Todos os Direitos Reservados

22
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Phishing Test #3

URL: https://www-wellsfargo—com-wv49329d48d6c.wsipv6[.Jcom

@ | [ wells Fargo Bank | Finan: x

Deception? T — ————
Attempt to gather

credentials?

Where is the abuse? . $525savings bonus

Suspend, refer, = onus

or neither? & .. e %525

Privacy, Cookies, and Legal

23
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@ ALILAYER

Phishing Test #4 ... '~ staliayerllcom
& Rakards Claim Rewards

URL: staltlayer[.]Jcom

e Deception?

e Attempt to gather cred

e Where is the abuse? RV

e Suspend, refer, or neither?




NETBEACON
n INSTITUTE

How did you score?

...................
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Other categories of harm?

e ‘Website Content Abuses’ are
still important

Malware

e Many DNS operators act on
certain categories
o Voluntary Framework to
Address Abuse
o > b0 signatories
e Appropriate mitigation
typically requires:
o External expertise
o Wider ecosystem [ Intellectual Property

infringement

engagement it

Spam (delivery)

DNS Abuse p
Child Sexual Abuse

Material (CSAM)

N
RN

Controlled substances
and Regulated goods

=
©
T
()
=
c
)
<

N\
J

Website Content Violent extremist content
Abuse

Ve
.

—

Hate Speech

J/ -\ J

-



https://dnsabuseframework.org/
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Step I: Measure DNS Abuse
Prevalence




Inputs: Feeds/Lists/”RBLs"*

e Variation in quality, cost, shareability,
interpretation

e Typically unevidenced

e Built for network and email blocking
o Very different risk profiles for false positives
o Not intended for mitigation
o May even include domains that have never

been registered
*RBL: Reputation Block List
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Input
_/

SURBL

SpamHaus

Anti-Phishing
Working Group

PhishTank

Malware Patrol

Abuse.ch (URL
Haus)

OpenPhish

Malware URL

29
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Overall Trends
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fluctuates Malware seems to be
driven primarily by the
activity of criminal groups &
law enforcement. *0-14K

There may be some
seasonality.

*Chart scale: 0-37K
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Compromised Websites
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~30% phishing is associated ~ 60-80% malware
with compromise distribution is associated
with compromise
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Mitigation Rates:

Average over Dec
2023 - Feb 2024
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been distributed in
ratio.
° is small

and not very visible on
this chart.
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Mitigation Speed

e InJanuary 2024, epor ot
5,262 (43.73%) of
unique mitigated
domains were

associated with a g 3000
registrar which had a
median mitigation
time of 48 hours or
less

e No attribution of
action

e Includes compromise

N
g
o
(=}

tigated Domains

M

2000

1000

500
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Malicious or Compromised

Percentage of New Registrations Observed as Malicious

Malicious and Compromised

Observed Abuse per 100K DUM
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Free abuse
dashboards
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0

“Big Guys"”

20 largest registrars

~7K malicious
domains per month

As a group they
under index

02

“Over-index”

5-7 registrars

Disproportionate
amount of malicious
registrations

03

Numbers tend to be
small and difficult to
interpret

37
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Comparison: Size vs concentration

Percentage of Malicious Abuse

Group 3 "Long Tail"
18.5%

52.5%

Group 2 "Over - Index"
28.9%

Group 1 "Big Guys"

Percentage of Domains

Group 3 "Long Tail"
28.2%

Group 2 "Over - Index"
1.3%

Group 1 "Big Guys"
70.5%

Group 1“Big Guys”
53% (~7K) malicious reg.
70% domains

Group 2 “Over Index”

29% (~3.5K) malicious reg.
1.3% domains 38



Table 3: Highest observed rates of abuse 2024-06

Objc,e.rved Observed
Maliciously —
IANA ID Registrar Credential Registered LD
Domains Per Dg .
100,000 gTLDDUM - °ma!ns
3765 NICENIC INTERNATIONAL GR.. 664.39 339
3775 ALIBABA.COM SINGAPORE E-.. 397.54 1,066
3862 Spaceship, Inc. 138.39 888
3858 Aceville Pte. Ltd. 108.52 116
1250 OwnRegistrar, Inc. 103.60 334
1556 Chengdu West Dimension Di.. 88.72 731
*Redacted* *Redacted* 49.69 3
*Redacted* *Redacted* 47 .48 *
*Redacted* *Redacted* 46.62 *
*Redacted* *Redacted* 42.26 *
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n

Highest observed rates of abuse

N

Observed ur:fber

GUESDEM Months
51,024
268,151
641,650
106,889
322,380
823,916

*
*
*

*
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How do we Reduce DNS
Abuse?
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Approaches to Mitigation

Do you have:

e The policies/Terms of Service in place in order to take
action?

e The tools to collect, and manage reports of abuse?

e The processes and training to identify and mitigate
abusive domains?
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Two Approaches to Combating
DNS Abuse

Reactive - Responding to reports of Proactive - Preventing malicious
abuse names from being registered
Improvements to: Improvements to:

e speed of abuse discovery e Detection of potentially

e speed of reporting mC”'Cl?US names

e quality of reporting e Detection of fraud

e mitigation times e Pivoting on reports of abuse

e mitigation rates * Incentive programs

42



Reactive Approaches

Improving speed of abuse
discovery*

Improving speed of
reporting*

Improving quality of
reporting*

Improve mitigation time
Improve mitigation rates
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*What can we fix with the absolute
minimum of work for Registrars and
Registries?

e Discovery & reporting

What can we improve with education,
best practices, and contractual
requirements?

e Mitigation time, mitigation rates

Can we improve relationships between
those with abuse data and the industry?

43



Abuse Discovery & Action

Do you subscribe to feeds/RBLs?

Do you wait for abuse to get reported to you?
Do you scan your zone?

Do you take action yourself?

Do you refer abuse to registrar?

nb
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app.netbeacon.org

A free, easy to use, centralized abuse reporting system

e Accepts reports from anyone, via form or API

Standardizes and enriches reports

e Automatically distributes to ICANN accredited
registrars (and participating ccTLDs)

e Forms are embeddable

Participating ccTLDs:
vn,au,nzto,co,us,ca,de,pl.eu,senu,bruk.ch,li

Powered by CleanDNS

NETBEACON
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Community
References in:

SSAC115
SSR2

CCT-RT

GAC
Communiques

45
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~4,000 reports a month
Almost all phishing

Lots of crypto phishing
Most reported domains
don’t exist on enrichment
lists

: REPORT LOG
& NETBEACON  Graeme ADMINISTRATION #NCIDENTS REPORTS SETTINGS

ABUSE ouT
Bunton
<BACK TO ALL REPORTS
ABUSIVE URL REPORT IC
canadapost.helpsu.top —
SET USE DATE ABUSE ONGOING RERORIEDAL

TR AELERALE (ABLSEIONGRING 3/21/2024, 3:35:24
Phishing  3/20/2024 Yes PM

REPORTED BY

Graeme Bunton

graeme@dnsabuseinstitu

ESCRIPTION
| received a text message pretending to be Canada Post with a URL that links to a fake Canada Post
site asking me to update my address.

PHISHING TARGET

Canada Post

Update Shipping Address

46



Abuse Management Tools

e CleanDNS
e Abuse Manager from IQGlobal
e Mambo from Knipp

What does your backend provider offer?

n
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Free support for registrars & registries

01

Reporting

NetBeacon

Reporter:

centralized abuse
reporting tool

Thanks to:

CleanDNS

02

Education

Guidance, best
practice,
templates

03

Data

NetBeacon MAP:

Dashboards

it D

04

Events

9 May: Combatting
DNS Abuse
Workshop

b NETBEACON
N O s
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https://app.netbeacon.org
https://app.netbeacon.org
https://dnsabuseinstitute.org/new-compass-dashboards/
https://dnsabuseinstitute.org/new-compass-dashboards/

Proactive Approaches

Detection of potentially
malicious names

Detection of fraud

Pivoting on reports of abuse
Incentive programs
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Where does our interest in
reducing abuse, and registrar
interests in reducing costs align?

Registrars try very hard to
reduce friction in domain
purchase

Most malicious names are
bought with stolen credit
cards. Improved fraud
detection may reduce abuse

49



Al/ML Abuse Detection

e SIDN & DNSBelgium - .nl/.be: RegCheck
e EURId - .eu;: PREMADOMA
e Nominet - .uk: DomainWatch

All are ccTLDs, with different national contexts and
registrant relationships

Results are mixed

nb
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Incentivization Programs

Registry (or ICANN?) provides discounts for low abuse
rates (or other desired outcomes)

Allows registrars to act how they see fit

Leverages cost sensitivity in the market

Quality Performance Index (QPI) from PIR (.org)

.nl Registrar Scorecard

51
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“Pivoting”

e Rather than treat each report as separate, search data
for other uses of attributes:
o Email
o IP
o Credit card
o Address
e Proactively investigate and act as necessary

52



In SumMmmary
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Takeaways:

The importance of abuse discussions to ccTLDs
The different types of abuse

The distribution of abuse across the ecosystem
The different approaches to reducing Abuse
NetBeacon Reporter, and NetBeacon MAP
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More Info:

netbeacon.org

info@netbeacon.org

groeme@netbedcon.org

nb
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http://netbeacon.org
mailto:info@netbeacon.org
mailto:graeme@netbeacon.org

Thank youl!
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